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Abstract: An approach for the formal analysis of security protocols based on the correlation rules was proposed. The

character of correlation of protocols was pictured from three aspects: the correlation of authentication between principals, the

correlation between messages and within the messages. The verification method was presented based on the above correlation

property, which had been used to verify the Woo and Lam authentication Protocol in reverse analysis. Some known attack

paths were derived successfully, and made these known attack paths can be derived from this method in unity, and also

discovered an unknown attack path. The method provides a new perspective in the formal analysis of the protocols.
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