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Hidden process detection technique based on memory search
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Abstract: To research the existing hidden process detection techniques and its anti-detection techniques in Windows, a

new detect method based on the memory search was brought forth and its performance was improved. This technique made use

of the inherent characteristics of process to traverse the system address space for establishing integrated process list, and then

detected hidden process. Experiments show that this detection method is of higher reliability, efficiency and integrity.
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1 Bit
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+0x000 WriteThrough : Pos 3, 1 Bit
+0x000 CacheDisable : Pos 4. 1 Bit
+0=000 Accessed : Pos 5. 1 Bit
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+0=000 LargePage : Pos 7. 1 Bit|
+0=000 Global : Pos 8. 1 Bit
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ULONG VALIDpage( ULONG addr)

{

ULONG pte, pde;
pde = MiGetPdeAddress( dddl‘)
if (( * (PULONG) pde&0x1) ! = 0){
if (( * (PULONG) pde&OxSO) 1= 0){
return VALID;
}
pte = MiGetPteAddress( addr) ;
if (( * ( PULONG) pte&0x1) ! = 0){
return VALID;
} else{
return PTE_INVALID;
}
}
return PDE_INVALID;
}
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VOID SearchProcess ()

{

for(i =0x80000000; i<0x90000000; i+ =4){
ret = VALIDpage(i) ;
if (ret == VALID) {
Address = * ( PULONG) i;
if ( ( Address&0xFFFF0000) == PEBAddress) {
if ( IsaRealProcess(i) ) {
ShowProcess(1 — PEB_OFFSET) ;
i + = EPROCESS_SIZE; }
}
}else if(ret == PTE_INVALID) {
i- =4; i+ =0x1000;

Yelse{i - =4; i+ =0x400000; }
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