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Software protection technology based on self-sealing code block

ZHOU Li-guo, XIONG Xiao-bing, SUN Jie
( College of Information Engineering, Information Engineering University, Zhengzhou Henan 450002, China)

Abstract: With regard to the shortage of trash instruction inserting using software protection of conventional technology, a
new software protection technology was proposed based on the concept of self-sealing code block. With the help of the new
technology, the software could be protected from static analysis and dynamic debugging. The generation method of random
instruction sequence and relevant reverse instruction sequence for constructing self-sealing code blocks were emphasized,
including random original instruction sequence generation based on instruction encode table and reverse instruction sequence
generation based on reverse engineering. The corresponding algorithms and sample analysis were provided.
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