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Novel intrusion detection algorithm based on semi-supervised clustering
SONG ling, LI Mei-yi, LI Xiao-yuan
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Abstract: An anomaly intrusion detection algorithm based on semi-supervised clustering along with PSO K-means was
presented. It could solve the problems of the low detection rate of the intrusion detection algorithms based on unsupervised
learning, and the insufficiency of training samples of the intrusion detection algorithms based on supervised learning. The
algorithm utilized minimal labeled data and lots of unlabeled data to improve its learning capability, and novelty detection

could also be carried out. The experimental results manifest that the detection results of the algorithm outperforms both the one

based on unsupervised learning remarkably and the one based on supervised learning.

Key words: semi-supervised clustering; intrusion detection; particle swarm optimization; K-means

0 3%

ETHBEINRERN T ER . WExIY ThE
2P g IR BFEESRINSEARKNE
B, B TR AR FE A BN AR, | TUIR
BEAREME N TERR TR ARMMM LR, Bl gt
AR EE AR  RIAT, o T3 R O, e 2 5 3t
BhRERIGRERLRE L, X O T HENGEA
LM HX REHANZE I WFEERARENILSZ=
AR, EFAENEE S N EE AR E SRR R A
AT, SR T B S g R AR AR N R
SR, AR WAB oo 0 530 32 9 R 00 8 B W RIS T B v e )
Bk, MEBREN AP, KBS EMRCEIERTTER, B
I, R B R IE B T4 T 1 B = I FREAE R
BIZHIRE, BEA B A G B AR IR 7T
ISR, FRRLE X B B 2SR ke I

EFxf LA BB T HLAS 25 R0 AR 58wk it H BR i )
B A SCHR I T — R TR B2 B R AR B
( Semi-Supervised Clustering with PSO K-means, PSSC) , By 46X}
/D EBRESEE AT R B A B IERRAR B, SR 5 sk e
BIR B RERFICEEE RS, ¥ IO BEEE 6 , &5 X
B B E SRR A R R A K BE R LT R,
B HARiC 2R, 28 ARG I ST 3R W b 333 %ot B8 SR Tt i
WA 2 &S T EREMA RN, L BT MAR
R, TS BE T % AR A B A

s B #E:2008 —01 -21;4& 5 H #H:2008 - 04 - 01,

1 R A AL 8y 3 B R 26 (PSSC)
L1 EFRESELN KHEEE

£ K M5 REE P HR I T — R
AN, B 2 U I T SR AR /M W i, PRI G T 2R SR 26
O I RE DI AT BB 23 B8 A R B0 SR A , T M DL 3R AT 42 R i
T, B MREMBOR . el A8, FA 1R AR R
ALK IR R PO HER, AR FAREE MR W
B RIEE R B IR s T R R g i AP O R B
PRt FURLBE AL AR 1L K SR8/ ol i, B EUE A
VRN BB A A, AT SR 2R3 0k R A3 42 JRy et

AR T RE LT R RR T

V(1) = oV, (r - 1) +P1(pre.=ti -x (1)) +

P2 (L, — % (1)) (1)
RO = X(e=1) 470 "
t=t+1
Hrp, P1 TGPy T 105751 A0, 1T —ABEHLEL Cy,
e, AIEHE; o APEREBUAE[0,1],

AAFIL LR BT B0 6 BAR R A =08 SUINTT -

F(x;) = l/f(Dmax(xi!xj)!B) (3)
Hip: D, (x;,5) HEHR A v, SREPHMER A « ZAH
WOLEEE R B RE . B 2— 1 R4 B8 WAL B =
1/8 IS5 AR e R R M 25 8] v, RUAP TR AR BB 2R 1
X, BT UE R, B AT DU SR 4 R B RN
AR THERBRE AR AT B BB Ly 5 HRA R RS (7K
JLEAEIRE) NTFHRENPER (d) WA N5 PR

ESWE WiEE 0 AR RS I E (06115106) s HIFE HE T H-#BT 55 B (06C841 ) s M ¥ HH s L QIR 2 SO E .

EEE T RE(1978 - ), 5B, Wiea AR B BT 52 A , BT 7 R R 4 R

MR (1962 - ), B, MmN, 8%, 18

&, EER R ATEREE R FRR(1978 - ), B WBERA TR A, EEBS O R



1782 i E AR %28 A
LW s BB R AR R B, W d = D, (x,,5)/8, KDD [FIAEIRE M S 4900000 L& FEHEICR, L F

H¥5 REE R /N, BT SR Bt ot a8
1.2 PSSC Eik#ik

A BARCEEE s, = {(0,0) 11 =1,2, 0}, R
ICBHEES, = {21 i =12, ,ml ,n<m, BIEFLES =5, U
S,

W B« e S, MEUERB(ERHRHE)

1Y% XEHICEES S #THERE HESIR
R 0, 0 HERPEOEE IFTESRENR KPS
%R,

F2F VaeSHHsH5HEREDLO, WEEr,i=
1,2,-,A, 4 =min(r; 1 i = 1,2, ,A) & <R, W
x SRR C,, BN « 4 HIA T C,,

3% XNFREC, BHEBFARESD N KAFE,
HXTETE AT E A, MEMRT 2,0 = 1,2,  AFITRT
WAL, e B R x, MRTHA B SHE

F4y ARERTHEAE 5 () RS MR HMERE
F(x,(1)) , Bk BB IGEMYE MAXITER, %55 3 L3 T
— B, YT AR R SRR 5 A, GRS -

1) L BRI M AT HERE F(x,(0) ) SHA LRI ERR
pbest,, W F(x,(t)) < pbest,, ;

phest, = F(x,(1)) )

{xphesti = x,(1) @

2) BT IMERE F(x, (1)) B2 RsiUh ¥R #
ik gbest;, g F(xi(t)) < gbest;, A

{gbeSti = F(x,(1))

X gbest; = x; (1)

3)#=N (1) F(2) 43 BB R F R EAALE

5% HEEPTHEOL BT H, BAEMREPLA
HEAEZ,

¥6% Mi=1Fn30Ms e C, RENCAEMK
AL ERE R, BORR 0RO, BISRIB M D(o;,x;)
B/ O, 345 x, AR C,,

7% EHHESIFHHRENTLR 0, = 1,2,
<o k), B ER RN AT SE, B FRESER
BRI PO A

%8Y¥ VaeC,&C.sunnum<M, W, = 7%,
x 3% C,, BN« = IEW, « HBSH C,o

#9F FEESLESH, HIC AFE,

2 Eh R AT

2.1 RBHIEENE RS

- S OPN 2 ion I=Re SRV LR e a T

41 IEEHEAEEREL K TRERIENOSHE,

02 BEEEMNAR S5 EHEEAHE,

B AR AR R i T R SR E A L HEEARR
B H 4 B AR, R B AT HE BRI 3 ) B 23
H BRI

AT IHAAR SCER H i BRI RO AL 2 B AR RS
HEIACE, BRATR A T KDD CUP 1999 ¥4 18 Al .
BHREREARKNAR E 48 ANNRE, %A
1998 DARPA A {248 I 45 48 4 3R 1) ¥ 3 4590 % R 3R BUAR A
B EREIA 41 e RE R L, b A 8 NEE R
HEMNEE,  HARESEMNITER, AMIPHEA 4 K%,
24 /K, 4 KA HIE 1) DoS(HE4IR & i) 52) R2L (X
TR AL R BRI 53) U2R (2 b 48 4% 2 AL PR 9
RAFBUIVIT) 54) Probe (S RIATH) o

(5)

KN T M EEIEATHAT , A OB BAE 48 ik #5162 000
FBARME MR, P EREIE S 6148 4%, R 8E
552 %o IEHEHRRTS B KT 99% , He A< A ) 35 0 (1
SR —AMRBEER

FEARPRARBIER R LB H AR 1,

FATHEBAIFEA 73N 6 4, B — A5 10000 2 25 %%
8, i 4 AN e A, U 2R G5 R A P M8, 56 5.6
HIERPAEEA o WA FA T T —H B IDH 1%
RN EARDEA AT R A E RS T 20 FE L
TR 4 FORRIE A2

F1 HEAPHASBEMERKE

FH NERHH it

DoS back(48) , land(6) , neptune( 54) , smruf(54), 204
teardrop( 12) , pod(30)

U2R  Buffer_overflow(36), perl(6) , rootkit( 30) 72

fip_write(6) , guess_passwd(30) , multihop( 12) ,
R2L  phf(6), warezmaster( 12), snmpguess(12), 114
snmpgetattack( 18) xsnoop(6) , named( 12)
Probe Ipsweep(60), nmap(30), satan(12), portsweep( 60) 162
Bt 552

H1F KDD Cup 1999 Data J2 i 4L RUECE A1 25 R $ 4%
IR A R, O T E T LU & 2 s A, Je M 7es AT
P S AT X R P o R RE A T T BAL B AT S AL T B
PR B AL B, e e BB RN %, 55 i TRUER RIRUE 2 5+
BRNOZX B RAR AT IS AL Ab 28 , DL S 58 I P 4 2R
AAUE R, LR BB R B MEUR PR 0L DU AR
WS = {0 x, b, MK ACAR PP IRINT

D) EFIMH

ﬁr%;% (6)
2) B R
(7
%', = ot-(x) (8)
2.0 TREE

FE L3 h BT A RS ENE 2.
R2 THRSHEHAK

W4 & BUEJRE
MAXITER 300 &R O BR T 300 R 4 REA T

A 30 23 30 MR F E ARSI LR
w 0.95 WiEsK

riry o [0,1] A rand() BR[O, 1] iy — 4 FELEL

15 €2 2 WIBEL
M /o ESEE PR
K /B TPRG

8T AR B e, B ] B 8 5 AR
WU AR G KW i, 235 SR
sk - RMBIEI R AR
FEA T e B B
e RN AR
G = T I B B
TR KA M (050 LR GROR (5%




E

REF  — M0 F BEARAA N ok

1783

AR B BT o R U R BB IR IR M b B BOR R 1) KN
M AT R AT KAE M — B/ METT SR AW K o T
MTFEAEER KE, 8 M ENPBIRIRGETRE,

F3FIH THBONE R K f1 M BRI M A RIS R,
M 3 AT LLE H,PSSC B B 3 B A1 B A T 2R 5 )
88.11% , X RA BT TR - K B T 62.04% , iR AR
FHRA0.72% 4 K = 60 M = 15 i} PSSC B3k R AR
97, A TEBOX P MEHAT T — 255

R3 EDNTEM KM BEZHANERIIEE
PSSC B i:

RAHK BN gy T —
ﬁzﬂ%ﬁ Qﬂ%ﬁ K2/ % KR %

20 5 84.15 22.22 78.02 0.65
20 10 84.15 22.22 78.02 0.65
20 15 91.46 55.56 87.91 0.65
20 30 91.46 55.56 87.91 0.71
30 5 84.15 33.33 79.12 0.65
30 10 84.15 55.56 81.32 0.68
30 15 91.46 55.56 87.91 0.71
30 30 91.46 55.56 87.91 0.78
40 5 84.15 33.33 79.12 0.65
40 10 84.15 33.33 79.12 0.70
40 15 91.46 66.67 89.01 0.74
40 30 91.46 66.67 89.01 0.74
50 5 84.15 44.44 80.22 0.65
50 10 84.15 88.89 84.67 0.73
50 15 91.46 88.89 91.21 0.73
50 30 91.46 88.89 91.21 0.86
60 5 84.15 44.44 80.22 0.65
60 10 85.37 88.89 85.71 0.71
60 15 92.68 88.89 92.31 0.75
60 30 92.68 88.89 92.31 0.85
70 5 84.15 44.44 80.23 0.65
70 10 85.37 88.89 85.71 0.71
70 15 92.68 88.89 92.31 0.79
70 30 92.68 88.89 92.31 0.93
Sy 88.11 62.04 85.53 0.72
F4 PSSCHEESHMANBRMNEEILE %
e PSSC SAID Wenke Lee

Syl 92.7 0.75 8.9 3.52  80.2 -
FuE 88.9 0.83 749 1.07 377 -

MFe 4 T LIFH ,PSSC B vk 7e B AN Tk R A I A% 1 g
1 T-SAIDE 31" FIWENKE Lee 8 3218 | £ 5 51 2 i B #a I

HOR L BB AT WENKE Lee 5%, # Lk SAID ik iR H A
A IR R ) B A, BRI T S RSB A AN L

3 #iE

LR R PSSC AR OB RO Il 5 | 3%
IEETHEPARENES:, W E R TRRENARKNE
T ELX AR A e s 0 A4 0 B B 3 T MR B Y AR A D 3R
o B PSSC BEEA FIA B AR IT AR A A2 IE A B FE A
BRI RAREARIMCHEA AT B R, N TRREBH
PRICHIAE AR FTR B (L Y K S AT O B 38, 5
B TR R T B, AT AT R KD T B T 22
BB T ARSI LA R, SLRE K PSSC Bk
SHAAE R T W2 S AR B IEAT T I,
FoS A R T AR o B TSR T ARSI
eI _E BIRH R AN R, 45 38 s A DN 25 SR AT P REA A I 22

AE LR TRILE R ZENPR AT RN, LBEERE
B, it — SRR AL B, 5 — MR RGR R X
AEMEHEAT 7R B oFF 41 AARAR R KA SR P o
TAVNE, BRIG X — AT R, B R F R R R
MAUETHE I R e R 0 R A RS R,
B2k
[1] WESTON J. WATKINS C . Mulii - class support vector machines

[R]. Royal Holloway, Department of Computer Science: University

of London, 1998.

[2] FLANAGAN J A. Unsupervised clustering of symbol strings[ C] //
International Joint Conference on Neural Networks, IJCNN’ 03.
Portland Oregon, USA:[s. n. ],2003:3250 —-3255.

[3] BASU S, BANERIEE A, MOONEY R. Semi-supervised clustering
by seeding[ C]// Proceedings of the 19th International Conference
on Machine Learning. San Francisco, CA: Morgan Kaufmann Pub-
lishers, 2002:19 -26.

[4] KENNEDY J, EBERHART R C. Particle swarm optimization [ C] //
Proceedings of IEEE International Conference on Neural Networks.
Perth Australia: [S.1.]: IEEE Press, 1995: 1942 —1948.

[5] SCLIM S Z, LSMAILM A. K-means-type algorithm: A generalized
convergence theorem and characterization of local optima reality [ J] .
TEEE Transaction Pattern Analysis and Machine Intelligence, 1984,
PAMI-6(1):81 -87.

[6] The UCI KDD Archive. KDD99 cup dataset [ EB/OL]. [2007 - 10
—10]. hitp: //kdd. ics. uci. edu/databases/kddcup99 /kddcup99.
html.

[71 v, Eis. —FEREHR WA RBME L. HEVR
FH, 2006,26(7):1640 —1643.

[8] LEE W, STOLFO S, MOK K. A data mining framework for building
intrusion detection models[ C]// Proceedings of the 1999 IEEE
Symposium on Security and Privacy. Oakland, USA: IEEE Press,
1999: 120 -132.

(k4% 1780 W)
4 4

A SCIR S BEDLIR I 3 ) R G A IHES, R T 5 RS
REZMEE , Bt — M ETFHILRB IS RE AT )
mEREL. BRIl REH L R REE SRS
% MZIRMWE ARG A G BT A B R, RE B EY S B H &
FEZIBPE R T E 2T HURM AR R R, HEH SRR K
B S WISCR A DGR /N, AT A BRI & K it
SEHk:

[1] BEE. HESHEEIM] . AU FHaeks ML, 2000: 55 -92.
[2] SHANNON C E. Communication theory of secrecy systems [ J]. Bell

Systems Technical Journal, 1949,28(4): 656 —715.
[3]1 BREE, Wit FURE A0 M. Jb gt b2 W ik, 2002: 100
-101.

[4] k. AR RE—RMSI %518 IM]. B RER
i ARAL, 1993: 122 - 125.

[5]1 Z4ik, BEE. SE5EBREIRESFFIERERII. 4
T, 2003, 31(8) : 1209 - 1212,

[6] BAPTISTA M S. Cryptography with chaos[ J]. Physics Letters A,
1998,240(12) : 50 - 54.

[7] KOTULSKI Z, SZCZEPANSKI J. Application of discrete chaotic dy-
namical systems in cryptography —DCC method[ J]. International
Journal of Bifurcation and Chaos, 1999,9(6): 1121 —1135.

[8] %4, &Pl XPIEA, F. X —Fp RN 2 BRIT B R 5.
FE| BB K222 4R, 2007, 3(29) : 46 - 49.



