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XML signature based on IBS without trusted third-party
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Abstract: Based on the Public-Key Infrastructure ( PKI) system and asymmetric encryption algorithm, the traditional
XML signature has many drawbacks such as complex management process and high computational cost. By the research of
XML signature syntax and Identity Based Signature (IBS) scheme without a trusted third-party, the author realized a new XML
signature based on the above IBS system and Weil pairing correspondingly, and designed the corresponding XML signature
process and structure of XML signature according to the XML signature syntax. The new XML signature overcomes the
drawbacks of traditional signature based on the PKI with good security and high efficiency.
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< elementname = "Signature" type = "ds: SignatureType"/ >
< complexType name =" SignatureType" >
< sequence >
< element ref = "ds: SignedInfo"/ >
< element ref = "ds: Signaturevalue"/ >
< element ref = "ds: KeyInfo" minOceurs = "0"/ >
< element ref = "ds: Object" minOccurs ="0"
maxOccurs = "unbounded"/ >
</sequence >
< /complexType >
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Public Class CZKDSAKeyGenerator
Public Function GetKey( ByVal PKGurl As Object) As Object
7/ M PKG KB A FFSH
End Function
Public Function GetPrivateKey ( ByVal ID As Object, ByVal  As
Object, ByVal PKGurl As Object) As Object
7/ P R ID —R R IE S PKG, I PKG RIS FAHT Spp
End Function
End Class
Public Class CZKDSASignAture
Public Function Getdata(ByVal DataURL As Object) As Object
/781 URL k4582 B4
End Function
Public Function Pretreatment ( ByVal Data As Object, ByVal
CanonicaMethod As Object, ByVal DigestMethod As Object) As
Object
/AR AR S BRI A RN S R T R R R
End Function
Public Function SignAture ( ByVal r As Object, ByVal M as
Object) As Object
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End Function
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Public Function Verify () As Object
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dim Signaturenode as xmlElement = doc. createelement (" Signatur" )
dim Signinfonode as xmlnode = doc. createelement (" Signinfo" )
dim CanonicalizationMethodnode as xmlnode =

doc. createelement ( " CanonicalizationMethod" )

ook w "

/IR BT
Signinfonode. appendchild ( CanonicalizationMethodnode )

CanonicalizationMethodnode. innertext =

dim Referencenode as xmlnode = doc. createelement (" Reference" )

dim Transformsnode as xmlnode = doc. createelement (" Transforms" )

Transformsnode. innertext =" * % =" 77BN ul
Referencenode. appendchild ( Transformsnode )
dim DigestMethodnode as xmlnode =
doc. createelement (" DigestMethod" )
DigestMethodnode. innertext =" # # s " /RS
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Referencenode appendchild ( DigestMethodnode )
dim DigestValuenode as xmlnode =
doc. createelement (" DigestValue" )

"ok x "

DigestValuenode. innertext = /7
Referencenode appendchild ( DigestValuenode )
Signinfonode. appendchild ( Referencenode)
dim SignatureMethodnode as xmlnode =

doc. createelement (" SignatureMethod" )
SignatureMethodnode. innertext =" CZKDSA"

/7% Pk CZKDSA

Signinfonode. appendchild ( SignatureMethod )
Signaturenode. appendchild ( Signinfonode )
dim SignatureValuenode as xmlnode =

doc. createelement (" SignatureValue" )

"o "

//BEfER (U,V, Pt Qw tP)
Signaturenode. appendchild ( SignatureValuenode )

SignatureValuenode. innertext =

dim KeyInfonode as xmlnode = doc. createelement (" Keylnfo" )
//CZKDSA HHISHUAZ L

KeylInfonode. innertext =" % = ="

Signaturenode. appendchild ( KeyInfonode )
root. appendchild ( Encryptednode )
doc. save (server. mappath( " Signaturefile. xml" ) )
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