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Random pair-wise key pre-distribution
scheme based on LU matrix space
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Abstract: This paper gave a detail analysis of the pair-wise key pre-distribution scheme based on LU-decomposition in
terms of security and efficiency, covering several security issues such as uneven distribution of key information, disclosure of U
matrix and the fact that the size of system has great impact on efficiency. An improved scheme based on matrix space which
combines random scheme and LU-decomposition scheme was proposed, and its feasibility and security were also verified. The
results of time test on PC and SunSpot devices show the improved scheme reduces storage and computation compared to the
original one.

Key words: Wireless Sensor Network ( WSN); pair-wise key pre-distribution; symmetric matrix; LU-decomposition;

matrix space; random theory

0 5%

TCLRAE R AS W 4% ( Wireless Sensor Network, WSN) & i T
gy THENAEE KRB, EWT 2N A FEE 3F
B REMEALR SURE T H . FEE N HRRA , 4[5
BUSRMORMRER , T MW AR MAEERES
INEERE R RS A B IR R A58 = 5 AE T SRR AR AT,
TSR PSRRI A Ay R Z B A TE T B TRy 2
AR HAE R BRIk S, BT E A 47
B R BV T4 B 7 %8 (Key Pre-distribution Scheme ,KPS) |
BB S 15 BB AL R A T R, HHl KPS B L LBl
F¥ke SCERL1T# M TR B BT 58, % T R 4t
R R R B M, BT A BN R TE R E Z AR s L
SEE—MEAR FEFA DA B, WA Z EHEEHRE A K
B, FRE IR BEHENME RN, BTHEILTR, X
BRI214BH T q-composite FENLXT 241 /3 BL b 58, % B 2 510
— M —BAF Z AT, MEEFR T S Z BITEEH
R B ik 2 2/ ¢ MERBH , A E R A ¢ MR B
X EGHATE, BRI RERINEEH . X R
TRENZ2IH, AAMTRELCERETERKESH
o A—TBAFBATT FRRHET RS X HEH 5

%5 B HE:2009 — 01 - 06 ; & [E] H #7:2009 - 02 -23,,

P 81 (SR SOk [ 4 ] 48 M A ST R 505 B 7 R ) 53 — b il
&) o BT R EIANE L f(x,y) = fAy.x0), B
M EFME U fGLy) i Bz S HE R SHEEM
AN RN, R A y BN R A, 5) IR R
WAy B HEE LG, TR, (4, 1) =£7,1) B
AT EBIXTE o %o R/, TR, I AR SO
[3]Hp#ERe 2 T & 422 270 t-collusion resistant, SCRR[ 5145
EETUREMH AT RME T FH S TSR, RETET
WA BEAT TR, XM, —ERE RN TR
B HEE T RIBGEMRE S, A, BB RMEET T AAE
RRHEHADE TR,

B, SCARL 6 ] 4R s — R EE T RIFRHE G LU S B9 X 254
SETE: B, A N EBREEHA, AR -
ARG T IERFRFE B 5 28 — B B R 3 X PR AR o
BT =M LA =M U, ET R EZ
A% LAERE B — 1770 U SRR — B AL A B4R 3 — A7
BESRWSTTLSR 7 — 19 A IS AT 5 — B TEX 3 A 4 U
B, BT A HACHINER , R EE KR B F) ) &
MBECHATI R, H2 TR TRZER AR, B
AR B AR AT AR LR AR T 0 2 (B AR AR B 0 2
#o

E&WHE: H£ 863 1R 5 (2009AA017418) ,,

TEEE I ARTIIH (1984 - ) 20 WA LS04, RZBIIT)5 1) BRSP4 4y RAEG(1976 — ), 2 W ma oA, Wy B
TR G, Wi, EEAPR 1 BRI P 2 s BRoEAR(1959 - ) 35, dbat A, #d%, W A R, [, BRI 07 1 02 R R K 2
SRIE(1985 - ) 3B BRVURR B BT S0AE , ZEBTH T ] . TR AL IR A Mtk de 4



%78

HordBs AT LU sEM M AL EA A By &

1817

AT Choi-Youn J5 58 B JLAN 32 B I 4, 42 15 2 4]
RRATEAY ., UEREE 2N T4 ; )53 7E SunSpot T 47
FIEE PC R4 b B A RIS SRR 3 A 7 AT AT R
F 3T 5 B I PRV A e s [ ) B RBUR 5 SR AT e, 0 SR B
AR P AR R AR (R R A 1Y R 2 B EL B ST X 6 8, R
R R IR R T SRATTE I IR TR SR T A T ARKINEGE

1 Choi-Youn ¥ % & H 447

1.1 Choi-Youn 5%

X XFHRE, MR MO, B R K
- K, B EIE T B TR, b, = b,

Choi-Youn B SZEHELAT 4 Mid 2

) ER—NEWM, KR 27 ~ 2%

2) BENLAA B P B n(n - 1) 72 MM L
(LR E=M4Rh0) BB RASTE7] h R T RER U
ME(GX BB n RRASHH B DN ARG PR
FEE);

NKCEMETBENERFREHT AR S S
R ME— SR R R — A28 BT e IR R — 10
KB L, (LAEREREE i47) MU (USRS i 5)) 24
— s

PAE 3 BHERRIET AR A Z R T

4) WG —AREANE I B B A o My ik
(L;,U;) f(L;,Uy) o B EMTEEZHRINE L, A5 0
BRE VR BEL, xU,; = b, MRy BEL, xU, =
By, TR ky =k sRRENHXTEH.

1.2 &

Choi-Youn 77 ZFI HIXS FREEFF 445 /0, HEE 7 8, S 3L
BT AR5 xR T DUARB B A T2 B 3 2541 5 (B R ATI 4R
RS R,

1) BHAGRAAY: HED LA U BB ME LT
(51) ,AREA B s ey & {5 B TR, 40 L SERFE Ry
B—ATL, MUEMKNE—F U, RE—-MEREEE, HRH
R O TR F4E R F) J5 TET 08 4, 4 2R G MR I R e, B4 | K
KGTFHERT B

2) ERDTEP G ERY BN AEMARERT
Haer Z a5 ML EEE MM TAE AL
Ui, U SERESESE AT T SCHR L9 ] i 23 b7 vl %, #1
PSSR U S M A BFR 4347 1) 25 B W LUK L AR R 58 2 K
Sk, R AR R X R R BT R R R

3V T R0, RGBSR PAT 3508 1 32 1w
Ko TTHEEDTE SunSpot B4 BRI AL R (RFE 1) 5
JEREY R R MBS M E BRI BT B AR M.

LU & facd ASCRSCR L7 ] F R R L Java BTS2
W, U T REHAMAK:

z ij U - z LikUkj

U, = F=2 i F=1 (1)

TE SunSpot Fu FRIIAEE R -

MR AT AR B a3 2, 208 FEALE Y B ORI
R, H 3 LU K R B RE 2% B4 i 1] 38 R B ok B 8 ~ 10 4%
BRI R R 45 R T AE 2, a2
WEE PC HINFAE IR, B EEBOR ) LU AE K 2 IR R
JEHR LR GA B AR F O, A R

%1 SunSpot ¥ EF PC _L#3E LU 46 RERT ]

SunSpot PC
SEVEBLBE Pt LU AP /s AEEALE i LU AR )/ ms
n/B  BRSIM SUEHMIEE /B BRI ARSI

10 0.001  0.009 50 0.000  0.016
30 0.028  0.219 200 0.032  0.235

40 0.064  0.548 500 0.500  4.671

50 0.125  1.122 800 2.250  21.802
100 1,122 10.259 1000 4.671  55.797
A E PN OB R PR, B3 0 77 K

2’ MBS A BRUR 020 = n/2 BB R R
T BE S R — KRBk

FAWHM N EERH BB, W RBE B KL E
UK FERP . AICRAICRRI8 ] a5 77 &, K g e
B 16y Bk 23 WA o B AR T 2 A S0, A B R AR
A EAT A BLARAD o

¥4 SunSpot ¥ R Z [ IMIAL R BARTER 2 (TR F
SR RERE AR A TR AGEE &Y B W RRE -
HEEHH BT, KT A BRFEY I #HERE R
BIRAFHH, T B BT E R H i B B8 RA5 B B3R
BEH)

%2 SunSpot TR 2 B EHAER A s
R
=N
FIREE /B WA Wb
125 679. 500 584. 667
250 852. 000 755. 000
500 1311. 000 1215.000

MEATT LR H, HEE AR 3 K, 4 7 B r Al 12 A .3
T, EERABAEHNEER R TRERR EERR
F3X— B BE B IA] , R b 20 BR 1 I B D

2 AT LUERRENHEILT £

T8 P 8 44 0 S — e 3 B, R R A
Wi 3 ELAA REMB ORI AL 7535 15 2 AR B R B R a0 L
RAE SRR RIS R A B A AT, A
e TR BRI A, Rt P8 LB SR R A 45
5,2 R PR ) 2 B T LR, B P
RN, R RE RS0 A, T U o A kAT 1
Ve, FURIRCAMEE A, 43065 & BEHL B 40 B0 O 5, R SO
[10°) 485 10 5 2 B O M 50 D 26 5 0 S5 4T A L , AT AT
ACHLARYR T b T I
2.1 BHEE

EX2 fEMEE N, SEFEEER— R (L,U) Bk
&30, L R TSRS, U, RX IR - = MR, 2L
ID (X BB A B AMI £ 7)o

AR ERITF

1) B S e — AR, KR 27 ~ 2%,

2) 46 2 ) 2 B Bt B MLN % 5 4 3 R B TR ¢ x

T =) (< ) (n R 2 BB

BRWSEE ,m KT EE AR AN AN
TEAERE L = 1,2, BERMSRI6] FHTRRS
@JX&"@E‘J Ui,i = 1523“.5t0



1818

it FAL R

529 %

3) BB R EH B B MM BRAS T A B LR,
FG S MM A B R LRI - AR, W (L, ,U,) , (L,
U,), (L ,U), REBEHN RPN T =MREMNEE
—ATH E Z M B AEX MR FIER (L, U,) PR
(L, Uyy) ory FNEERE Ly PR AT, o 2N U, I
587 91) 4y BCAR AT S RN mERE I DM RIRE B
HEEE PN m MR ERE LB A m DT,
E A BN RN E—1T () {5 BH X Besk /Bl —K .

b =HREREHE RN

4) T EZ RIS T HHRNE R N T E v,y BEY
XS, B e T i B S B —F 5 ID A, BN
AT R BRI F R ID R, B8 kAT SR B
SEXTEEST IR, YR,y SRR 1D Xt R M A 1 2 A B
U, AU, B33 B 547 0 85 0 07 1651 17 Al & o
B, Ly x Uy = Ly x U, BRRRTINIER,

S RMPBE AP s Z ENEA R FE R ID H, R EE T
iR A, AR R AR s BT Ay B
SIS, YR M ERAENY RS BACHY Ay M IDAE
FR, HFHBY SAMRT SXW Y ST EILFEY D
18, SR AFTERUR X 4B B SR IR A
2.2 {ERESHHT

T 56 AL R 194 SR ST 43 BT X 4% 140 i 5 e < <t T — 4
o WA BRI SRR — P,
WFREENYEEEES d MPET S EEER.

n

_1X(lnn—lnlnP,) (2)

n

d =

24

22 P.=0.999999
20 P =0.09999
18
S P,=0.9999

16

P=0.999

14
12 P=0.99

10
1000 3000 5000 7000 9000
n

Bl d.P, LI n ZAHRRIMIZ

LR, PR, U B 2R/ THE n 80K, fh
SR , DR I 4 ILRE B 3 DRX T i B B RS TR A K
1, REREPRIETY i RES HLABJE 1Y LA — S AR5 T 15 WL RE
PRUEFEA P4 3358

PAFHERE P R Z B R R X B R ()
BURPET A2 EREEEE I N HANARR) B p, T
2

CC., [(¢t-r)1]?
N TR SETY (3

HEME re KB £, 7T LA Strling i L ¢ =
Vme(—)" AR (3) B

p=1-

2(s-r+1/2)

p=1- % (4)
HE 2 AZFL, T ¢ = 10000 WEFESRH, HFRES
BT RAE 75 MR BRI T SRR E R P R F
PRI E] 0.5, 20 SR 40 2 R I S B4 K3 10 /%, B A

RIMBCRZ 250 N ILR L REPRIE FIAE R

1.0

0.8
0.6
R,

0.4

0.2

0
0 50 100 150 200 250

2 WA Z R TES SR p 5 o,r R R MR

X PR EEE A EPIN T R E, TairEE 2
B AB R R B GX AL 48 &t — AP 18] B )
B R My 2 WRMBEFTRE 4 A X d D EP,
FEREFIRT 5 &,y 1R ILEPTHMR Y «

Pr=1-(1-p-p)" (5)

75 EERFHE—ILR, RS R m K,
HAEATESRGE P HAE T M EEE RIS,
B EPE—ICRBETE T m KR,

P, = Cl(-)" (1 =) (6)
PRI E— TR B RS m AR -
P = Y P (7)

O<sism

B3 BT R(T) LB (0 = 1000) , BT HI,7E n
BEEMESL T, HEE m BIER, B P, BBIEK, v/t A
R AEEPRRIMSE T, 7T LR IR (7) FE 3 S HERSH
—MBABOLT R m A0 r R RN, G cm = 2088, 08 T
PRAUEE REAL 3 BC RO AR AR —TT R A B P s m W, /e 1Y
{HRLTE 0. 01 Z2 45 & HE % #; T7E r/t W ME LT, &5
(4) FNE 2, 2e9 2 r RATRE/ DB BRI E to

1.0
0.8
nf’ 06 .m 4
04 m=30
m¥20
02 dio
0

0
0 0.02 0.04 0.06 0.08
't

3 R(7)Hli &k

FH, EARIERE T SERRE LR r UK A

mXxXtz=nXr=r/t <<m/n (8)

SRR 7T R, AR T REE L NS

1) L2 [R) ) AR UG 2 B R/, (R O B4 R A L
INBZ, AR MM BRI e xm® , MR 2° %
ARKHEN, ARX B RETT R E Z e, B
BEESHNTEZN, XN RENUEEMAR, MREHE
BRESH, BEE— & WEE

2) AW SN BER R, K r x (2m) <21,

I WREREGS R PR, B 5K ENME
g ,ﬁ m<n, %ﬁﬁl‘iﬂéﬁbﬂﬂg’dﬁﬂ% ID {E,f%z%xo

4) g ERRW T ERBWLETRIEEZ(n<n),




%78 IR F AT LU %2 ey AL F TS Beh & 1819

2.3 REMSH 2002: 41 - 47.

TR T BB TR L2083, [2] CHAN H, PERRIG A, SONG D. Random key pre-distribution

1) B4 R T 45 2 BR4MR A0S — N Rl BE A 35 45, schemes for sensor networks[ C]// Proceedings of 2003 IEEE Sym-
> [ BRAAAS BN AN S IS A, 4 posium on Research in Security and Privacy. Washington, DC:

B e ot 5 ] £ . IEEE Computer Society, 2003: 197 —213.
ﬁgigﬁgiﬁgﬁ;;ﬁ THIEDIE SRR 2, [3] BLUNDO C, De SANTIS A, HERBERG A. Perfectly-secure key
= distribution for dynamic conferences[ J]. Information and Computa-

2) TR, ST 91 PRI A LU FERE R4 5L, 8 U S8 tion, 1998, 146(1): 1 - 23,

BT B A L AR R R R E L8 L S B [4] BLOM R. An optimal class of symmetric key generation systems

X RERIEE LFERTXANAE, BAERESY L [C]// Proceedings of Euro-crypt 84, LNCS 0209. Berin : Spring-

EFFHE R, WATEFE U 55 (BRSO TT £+, B er-Verlag, 1984:335 -338.

HEBIR T IAEETEBRAER, B EANHEIZIIE BN [5] LIU D, NING P, Establishing pair-wise keys in distributed sensor

SRR ID {H; N — NSRS, Mot F A E B AN E networks[ C]// Proceedings of the 10 th ACM Conference on Com-

Sz E@ﬁurﬁ‘%‘%*ﬁ% WX , PR et T — R T ;);lter and Communication Secuity. New York: ACM, 2003:27 -

82 L REBLE i, ﬂﬁﬁﬂﬁ%ﬁﬁ‘}ﬁ%@}iﬁﬁﬂéﬁ*ﬁ'ﬁ HE [6] CHIOSJ, YOUN HY. An efficient key pre-distribution scheme for

RO ERE PR P P T m K SENTH AT H RN secure distributed sensor networks[ C]// The 2005 IFIP Internation-

3 ééj: .‘LBE'I_ al Conference on Embedded and Ubiquitious Computing. Nagasaki:

Springer, 2005: 1088 - 1097.

BHSMAEHXR B BREBRRMBEN LM, —~ 7] PARKC W, CHIO S J, YOUN H Y. A noble key pre-distribution
HEMRMM S EAZ —, TREREMERETHEM scheme with LU matrix for secure wireless sensor networks[ C]//
R CERBIHEER TR AEEEMEET MR, % Proceedings of International Conference on Computational Intelli-
AT AE 5 Sr s, FAESRg I B ) X FR gence and Security. Berlin: Springer, 2005: 487 -499.

SR LU AMRE N ST R, 1L 2R, s [8] DAITT, PATHAN A K, HONG C S. A resource-optimal key pre-

%H'FE‘E‘%@EK:B’]\U SRR SE AN TR A RS ot 3k dist:b[u:(])r;/scl;;me with enh:.nced security for wil:less jensor. net-

AR B e [T A SO B B T LU 4 7S A works anagement of convergence networks and services,

L AT SRR LU R TR T

’ e [9] ZHU B, ZHENG Y, CHEN K , et al, Cryptanalysis of LU decompo-

I AR RSP T A AU 2 81 1 12 kR Y sition-based key pre-disiribution schemes for wireless sensor net-

ZR WALV R AR RIE SR B S R E R R, works[ EB/OL]. [ 2008 — 11 — 20]. http: //eprint. iacr. org/2008/

IR T s ah Ty 58 P By 22 P 411. pdf.

SRk [10] DU W, DENG J, HAN Y S, et al. A pair-wise key pre-distribution

[1] ESCHENAUER L, GLIGOR V D. A key management scheme for scheme for wireless sensor networks[ C]// Proceedings of the 10th
distributed sensor networks[ C]// Proceedings of 9th ACM Confer- ACM conference on Computer and Communicaiton Security. New
ence on Computer and Communications Security. New York: ACM, York: ACM, 2003:27 -30.

(L% 1815 )

[10] HWANG R J, LAICH, SUF F. An efficient signcryption scheme [17] AN L, PENG N. TinyECC: A Configurable Library for elliptic
with forward secrecy based on elliptic curve [ J]. Applied curve cryptography in wireless sensor networks[ C]// Proceedings
Mathematics and Computation, 2005, 167(2): 870 - 881. of the 7th International Conference on Information Processing in

[11] OLIVEIRA L B, DIEGO A, EDUARDO M, et al. TinyTate: Sensor Networks. Washington, DC: IEEE Computer Society,

Computing the tate pairing in resource-constrained sensor nodes 2007: 1-17.
[ C]// Network Computing and Applications. New York: IEEE, [18] ZHENG Y. Digital signcryption or how to achieve Cost ( Signature
2007: 318 -323. and Encryption) [ C]// Proceedings of the 17th Annual

[12] OLIVEIRA L B, MICHAEL S, JULIO L, et al . TinyPBC : International Cryptology Conference on Advances in Cryptology.
Pairings for authenticated identity-based non-interactive key London: Springer-Verlag, 1997: 165 —179.
distribution in sensor networks [ EB/OL]. [ 2008 - 10 - 20]. [19] ZHENG Y , IMAI H . How to construct efficient signcryption
hitp: // eprint. iacr. org/2007/482. pdf. schemes on elliptic curves[ J]. Information Processing Letters,

[13] NIDHI V. Practical implementation and performance analysis on 1998, 68(5):227 —233.
security of sensor networks[ EB/OL]. [2008 — 10 —20]. hitps: // [20]  Signcryption Central [ EB/OL]. [ 2008 — 10 —21]. hitp: //www.
ritdml. rit. edu/dspace/bitstream/1850/2893/1/NVermaThesisl 1- signeryption. net/publications.

2006. pdf. [21]  Cricket[ EB/OL]. [2008 — 10 — 21]. htip: //www. xbow. jp/

[14] MALAN DJ, WELSH M, SMITH M D. A public-keyinfrastructure meskit410. pdf.
for key distribution in TinyOS based on elliptic curve cryptography [22]  Crossbow Technology[ EB/OL]. [2008 - 10 —21]. hitp: //www.
[EB/OL]. [2008 — 10 —20]. htip: //www. cs. harvard. edu/ ~ xbow. com.
malan/publications/secon04. pdf. [23] Crossbow[ EB/OL]. [2008 — 10 - 21]. http: //www. xbow. com/

[15] POTLAPALLY N R, RAVI S, RAGHUNATHAN A , et al . Products/Product_pdf_files/ Wireless_pdf/ MICA2_Datasheet. pdf.
Analyzing the energy consumption of security protocols [ C]// [24] ELGAMAL. A public key cryptosystem and a signature scheme
Proceedings of the 2003 International Symposium on Low Power based on discrete logarithms[ C]// Proceedings of CRYPTO 84 on
Electronics and Design. New York: ACM, 2003:30 -35. Advances in Cryptology. New York: Springer-Verlag, 1985: 469

[16] Tinyos[ EB/OL].[2008 — 10 —20]. http: //www. tinyos. net. -472.



