%29 556 3
2009 46 A

HHIE R

Journal of Computer Applications

Vol. 29 No. 6
June 2009

XE S 1001 - 9081(2009)06 — 1617 - 05

&R T & XEE R JPEG EGNEE %

BERE M RER
(FIb R FEPE SRR, Fi% 710127)
( fengfeng2536@ 163. com)

W EARABHEGEESMRE SR T —RRKEN 2™ - 1 ) F 4454

LB 5| AR m Ve i

%, T JPEG E& R BAQEHME R A —AER, FHE R B - B R AL E S &, Atk &7
—FHOETHFELGEMBEIELE, EJPEC RERFATF T2 HBAT, ZEETUARS AKX EF
BHERESRBREXMKEALT, ZEETAEAELRLNI A T4, LEFREH QO EAR N EF Ik B %
WE, Bty REBRIEW T Z AL A%,

REEW B K& 5 £ 45 JPEG A5
hES#ES: TP391 kARG A

New JPEG image authentication algorithm applied to multi-region tampering

GAO Bao-jian, FENG Feng, HOU Ai-qin
( School of Information Science and Technology, Northwest University, Xi'an Shaanxi 710127, China)

Abstract: A new method of distilling m bits abstract from the binary information sequence with the length of 2™ — 1 was

proposed based on the coset decomposing theory of correct error coding. An important conclusion was proved that distortion of

image block mean caused by JPEG lossy compression has a maximal value; a new image pre-processing method based on the

conclusion was introduced and analyzed. Based on those, a new image authentication algorithm based on digital signature was

proposed. Tt can distinguish between JPEG lossy compression and malicious tampering when the JPEG quality factor is greater

than or equal to 25. When more than one region was tampered, it not only can effectively detect and localize the tampered

area, but also has high probability of tampering detection and lower probability of false alarm. The results of theoretical

analysis and emulation show that this algorithm is correct and effective.
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