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One method of media device control
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Abstract: The traditional principle of media device conirol in Windows Device Model ( WDM) filter driver was

researched and its unsafe and inflexible shortcomings were illustrated. The source code of high-level spin lock in Microsoft

Windows was disassembled and analyzed. The mechanism to realize the WDM architecture with NT filter driver was proposed.

A new exchange technology of dispatching routine’s entry address of the driver object was advanced and verified.
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ToAcquireRemoveLock( &StorExtension — > RemoveLock, Irp) ;

CurStb = ExAllocatePoolWithTag( NonPagedPool,

sizeof( SCSI_REQUEST_BLOCK), DISK_TAG_SRB);
RilZeroMemory( CurSth, SCSI_REQUEST_BLOCK_SIZE);
if (irpStack — > MajorFunction == IRP_MJ_INTERNAL_DEVICE _
CONTROL)
{
//Get Current Scsi SRB, Analysis SCSI Command here!
CurSth =irpStack — > Parameters. Scsi. Srb;
cdb = (PCDB) CurStb — > Cdb;
opCode = cdb — > CDB6GENERIC. OperationCode;
if (opCode == SCSIOP_MODE_SENSE && CurSrb - >
DataBuffer&& CurStb — > DataTransferLength > =
sizeof( MODE_PARAMETER_HEADER))
{ modeData = (PMODE_PARAMETER_HEADER) CurSth — >
DataBuffer;
modeData — > DeviceSpecificParameter| =
MODE_DSP_WRITE_PROTECT;
}

)
if ( Irp — > PendingReturned)
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)

IoReleaseRemoveLock( &StorExtension — > RemoveLock, Irp) ;
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PDEVICE_OBJECT deviceObject;

PDEVOBJ_EXTENSION sourceExtension;

KIRQL irql;

sourceExtension = SourceDevice — > DeviceObjectExtension;

ExAcquireFastLock( &lopDatabaseLock, &irgl );

deviceObject = loGetAttachedDevice( TargetDevice ) ;

ASSERT( sourceExtension — > AttachedTo == NULL );

if ( deviceObject — > Flags & DO_DEVICE_INITTALIZING ||
deviceObject — > DeviceObjectExtension — > ExtensionFlags&(
DOE_UNLOAD_PENDING| DOE_DELETE_PENDINGI
DOE_REMOVE_PENDING | DOE_REMOVE_PROCESSED) )

deviceObject = (PDEVICE_OBJECT) NULL;

else

{
// B deviceObject Y% 5L

}
ExReleaseFastLock( &lopDatabaselock, irql );

return deviceObject;

IoAttachDeviceToDeviceStack [1)5EBRAE B 2% 25 i F 24
FT A B T O IR 52 4% |, B DRS4S 9048 WDM 5 i 3R
SHARRETT MR R T B — B0 b TR,
3.2 PM#ZBI Hook L

LXFHBIERAE T —EMANRE, R NI
AT RUSHHATAR /N O B i gl , i H SE BB SRR e 1 S B . 3R
SRRF MBS , 7T ARG HAE N P bkt , T USRS H:
YRR IR A O sk, RT LORE A D stk 460 i B o 45015 stk
XK SR TRP J5 2K IRP 832 8 Dh el A 3, 2
PURBULBSEZ T, QR T B W LUK IRP & B IR R iR Ab
BOE OO OA D oA, BB W T M
ObReferenceObjectByName 75 2] 3K 3l %f 42 %) # 4ik drvierObejct
(AR EEBFTHYESN ) , driverObject — > [ IRP_MJ_PNP]
B2 LA E A0 2 TRP_MJ_PNP 33X {572 B A 13 6 80 st ik
F ] InterlockedExchange #6245 45 15 £h oB B0 59 A 10 il , 3
B Bkt , DU R R R

XFF—f% 9 USB 245k 3, BT A /9 USB #< 5 USB &
LA HARE, R U8 USB MLk Hi IRP AT LA B 555
Ja FIRZE RRRCR . USB AR IYBKBIRE ST & usbhub. sys X R
B4 #% 2 \driver \usbhub , T B J&BE R 4 5 sh W 347 A0, L
IREN 2 AR BRI T G B bk, 485 48 B IRP_MJ_PNP ) A

B kA O el H ) A O ik, Gn2R 2 AR B g IRP_MN _

START_DEVICE Jy#5 & i IRP, < Hoa In] 6 5 Wogk mT X 5

REBT B RS 2 EHE, HEBRRS S &
Hexits Bl A7 fif B RS AT E N, XM R B A
SCSI i 14 58 il B S SE B, e LR ZE X 58 )l Bl R A7 ok

SEHBIER A O B BCE 7 1 538 IRP A O R SR
Tr A AR, QnE % SCSI BRI 58 BUBIRR A O R Rt 1k
Fre, BAE SCST A O R ¥h 24T BT SCRAE LR, IR A

SCST $ 58 52 I BIFE () ek Bt bl , SCRRARAS AN T
Cix = (HP_CONTEXT # ) ExAllocatePool WithTag(
NonPagedPool, sizeof( HP_CONTEXT), DISK_TAG_SRB);
ctx — > oldlocomplete = irpStack — > CompletionRoutine;
ctx — >oldCtx = irpStack — > Context;
irpStack — > CompletionRoutine = HookedIrpRoutine;
rpStack — > Context = cix;
if ((irpStack — > Control & SL_INVOKE_ON_SUCCESS) ==
SL_INVOKE_ON_SUCCESS)
ctx — > bShouldInvolve = TRUE;
else
ctx — > bShouldInvolve = FALSE;
irpStack — > Control | = SL_INVOKE_ON_SUCCESS;
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