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Improved Pre-distribution key management scheme for WSN

CHEN Hang-zhe, WANG Xiao-ming
( College of Information Science and Technology, Jinan University, Guangzhou Guangdong 510632, China)

Abstract: Wireless Sensor Network ( WSN) was usually vulnerable to conspiracy attack from its adversaries when using
bivariate polynomial key pre-distribution protocol. In order to solve this problem, a pre-distribution key management scheme
for WSN was improved by reducing the amount of pairwise keys sharing between sensor nodes and changing the means of
establishing pairwise keys between clusters. Analysis shows that the improved scheme not only maintains the advantages such
as higher security of the original scheme, but also saves the limited memory storage of sensor nodes further, reduces the

communication overhead of sensor nodes, extends the lifespan of the networks and can withstand conspiracy attack effectively.
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