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Fake verification analysis of SVD-based image watermarking

ZHAO Xing-yang, SUN Ji-yin
(402 Staff Room, The Second Artillery Engineering College, Xi’an Shaanxi 710025, China)

Abstract: A fatal bug of a kind of Singular Value Decomposition ( SVD) -based image watermarking was discovered in
this paper. That is, using the same secret key which is produced in the embedding procedure, highly correlative watermark
information can be extracted from other different images, even including non-watermarked images. This newly discovered bug
was named as fake verification of watermark algorithm. At the same time, the definition and judging condition of fake
verification were also presented. Then, the experimental results reveal that the watermark information is involved in the
orthogonal matrix U, V after SVD. And the extracted watermark information is mainly involved in U, V, and the distribution
of single value instead of exact single value. That is the reason why the SVD-based watermark algorithm has the bug of fake

verification.
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