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Abstract: Two identity-based designated verifier signature schemes, which were proposed by Zhangg@‘i-Zheng-Zhu
e

respectively, were analyzed. It was shown that two schemes did not satisfy the security requiremeﬁ@
signature. Zhang’s scheme did not meet the unforgeability requirement; h

verification as although the non-designated-verifier could check the % of t res.

improved. The improved Zhang’s scheme owns unforgeability p,

improved Li-Zheng-Zhu’s scheme owns designated venﬁc%

bilinear paring and is more efficient than the Li-Zhe

Key words: identity-based signature; tﬁ
0 3% (53

EEGHT AT, ﬁiﬁfﬁ F#R %%Z B,
LR B A H AL 2 R gg;wﬁu%ﬁxzo
1996 4, Cwk [ 1] B IR IR .@« B # % 4 ( Designated
Verifier Signature, DVS BE - TMRIEE, BT+
FE B B e %ﬁﬂﬁ&ﬁ NEAREIUER 2, IR T R
MIEIEE B O MRS AT L= A — A 5 R R 84 X 53 1
E%. DVSTER TR M TBSTARSEENE, ETLL
BB IAAER R AR PR, TR 1] RIS 48 T 5R18
FEWIFE % 4 (Strong Designated Verification Signature, SDVS)
MIMEE, SRIE E WIEH B 24 — AR I8 E MIEE B &
#£ SDVS 1, iy T B iE4E 4% B A A0 8 F B s IR UE & (1 FASH
B R A Be B W RIEH 4 A R I WiE% 4 . SCER[2 - 4]
X T B i dE S e 2 4 MR I e W UEE B 2T T —
ERIBESE

B, R[S 18R T - M EF IR NEERIEES L
F % (Zhang FT5E) , FERRIE RATIhigE . SCAR[6 ]2 T —
T B O KR 18 E B UE ¥ 4 4 77 3 (Li-Zheng-Zhu J7 %) ,
FERRECA 5 =05 AT LU AR 48 22 098 R, A< 3CHE i, Zhang
T RAM RAT & , BT T LSS % 4 ; Li-Zheng-Zhu 75

Weis B #E:2009 — 11 - 19;4&[E H #7:2010 - 01 -21,,

signated verifier
Li-Zheng- Zhus sC not have designated
Then the schemes were
e efficiency as the Zhang’s. The

he improved scheme has reduced one

€ fle@xmre short signature; bilinear pairing

FNK RSB E WA , A B B AR R 1 3 AT LR 2
LR, A SO P TT REAT T, g T R ek,
TE Zhang J5 Z2HEERL b 3800 T — S A KB B T RN
TR MFRGEFRMY, ETESL R EE, 5 Li-
Zheng-Zhu J5 ZEHEAT T WGHE , 38 B0 — G A IRV, (HORTE R
MEEE D T — RSB R/ TET R,

1 AR
1.1 Wt
W g BB, G, RINEIEIRE, G, TBIBIREE, By N

qoP € Gy A BT ARBAERE G, (G, TR HON S R B RR ,
LB e:C x G, — G, R THIMER:

MMM WabeZ ,P,Q e G ,e(aP,bQ) = e(P,
s

FRIE  FEP,Q e G, T (P,Q) =1,

TR XMEANP,Q e 6 FEAMEERTLUITE
e(P,Q).
1.2 tHXEXEEDR

ENX 1 CDH [a] #& ( Computational Diffie-Hellman
Problem) , 7E8£ G, |, B 5{P,aP ,bP) ,JaiH abP , HH1 ,a,b
Z; o

ESWE  ZFMRAEORITRE A SUE (208148) s Hl & #F T HE £ H (0801-01)
FEER AT KN (1978 =), 2, WA REA L YT, B 4, BB 7 A AR R E S ERAF(1963 - ), &, WALEBA, ¥, ML TIF,
B, TERE TR ASREE AT IS KRR -) B, HATAEA W, L, TEWR | R RES,



1228 B R

5 30 %

TEX 2 BDH [a] 5 ( Bilinear Diffie-Hellman Problem) ., 7E
G, b, BEH(P,aP,bP cP) i e(p,p)™ , Hp,a,b,c
Zq* o
1.3 ETFSMNMEERIEEELFE(IBDVS)

IBDVS Jy & —ffuff 5 MR RAERE FHERI . IE
SEBEE %4 46 B REE % 2 B iE B4Rl . Horb Bl 4
R FEARI DVS (9 AL, B4 4 38 Z 4h,
TRERUEF WA L= A ) DVS, IBDVS Jr R E&E 2R
— R fudE  IEFE AL FIARTT PP . BT B H5R

6 B B E# 4 4 Jr 58 (1BSDVS) 5 IBDVS A4, a5 40 b
B 5 AN, AR L ERR AR iE e

2 Zhang F Z W B M

2.1 Zhang FEE®D

Zhang FRE—NTHETHM IR ERIEEZEZ TR, B
PRV BT7R o

1) REGEBCE PG EFEH A RE ¢ WIEIFEE €, ,6, , k5%
WERMEBLST €:C, x G, — G, ,.EHTL P e G, ,IGARECH H, :

{0,1} *HG“HZ;{O,I} * XGIHZq*OPKCFﬁmiﬁj’%S EZ; ,
‘H‘ﬁPPb = sP, i%%ﬁsgggi%ﬁﬁparam = {Gl,GZ,e,
q,P,P,;,H H,},

2) WHAEB A B0 ID, PKGIHE S, = sH, (ID) ¥
BERAGHF AP ARAR Qp = H (D),
3) IWERIEEES B RHELE A BFH S, IR %

# B WA Qs FMEEMA®EEre Z yﬂ»%:
h =H,(M,U),V = r'th,DA,nUAXd'ﬂ%’E\ME'J@%

HRo = (UV),
4) BERIFELL . Eﬂ’ﬁﬂ?ﬁ%%ﬂf%BH £ Sop - Z‘(EZ
FEiHE R =

FHAWLY Qs JEEMNEL o
Hz(MyU) ,%}:%‘Z‘Lﬁ%ﬁe([] 14 ‘&)B:houm) Eéﬁk_L,
IR, MEH o HRL \>

5) mAscn s O 27 HE U = Qb =
Hy (M, U),V = r' W S0 BER, X TIHE M B4
o' = (U, V) WA LIS, IMEBIEE T U E 5%
%o A XGHEL o' = (U,V'),

2.2 Zhang FRMBEWFEDH

SCER[S TR R AW AT hER
R, RIZ T BREFTUHIER, AL,

Bk o = (U,V) REAFARERIEE B X TIHEEME
B2, LRRENZES o = (U,V) RSP E T LD s
%o

1) Bl BRI EL B E RSB o = (U,V) HH,U =
™Qms,V = 1 kS M E R = H,(M,U) , i F H,: {0,1} " x
C, 2 EHHE L,

2) BubHE S L B EWH U =AU = H(M,
U),V=rVBIXTHEMBHEES o' = (U,V) IHEK
KGR ERIEH B,

3) S ERWIEE RIE: BIWRIEZ o’ = (U, V') 4ZREIE
AL EEWRLY = H(MU)  RERIEFER (U, V') =
e(Sipp s h'Qmu) o

HF e(U,V) = e(hULYV) = e(h™'rQps bt hSy,) =

453 A Zhang 5

@ﬁ*

e(sQuz h'Qups) = e( S, b Q) , FUESFET o L T LAE
WEY o = (U,V) hiEFNES o' = (U,V) FHHe' = (U,
V) ATRAES SR R R W SRR EL . I, Zhang FT R
BIEFT IS Y, O R,

2.3 Zhang FREBYHH*

N T Zhang 75 58 (19 % 2V, 72 507 SR FRL - 5%
— ST EREH; - {0,11 " -G AP ABRE K e(U,V) fE
A Hy WA S8 EREE B WIFE 20T, e(Spp hQp, ) 1E
o H, BRI R B BB M SR B 5 R RAEA A
A, AT AR Z 4k

1) 8 BEE B4 CRZELE A WA S, FEERIE
F BHAY] Qpy FIIHE MoA ¥ e Zq* U = 1045,
h =H,(M,U),V =r"hSp, , W = H;(e(U,V)) M AXHHE M
&Y o = (U,W),

2) IERIEE R O A EBAEE B A Spe B4
HANASH O JEEMAMES o = (U, W) BEEHHER =
H,(M,U) ,REBWIEFR W = Hy(e(Spy,hQpm,) ) B—EMIL,
WAL, WNES o A

3) BIAEALBEFEr e Z; L= 0p =
Hy(M,U") V' ='W Sy, ,“QV' U)W

#o = W')o
&g’) = H;(e(sQup,h'Qpi)) =

IDA)) = H;(G(V',U')) ﬂ%ﬂ,%ﬁg o =
SR, ERAEE I LA 5% 4 o A
Z s
4 Zhang BT RAR LS MR ES
1) TEGPE Aty 28 0 TER PR T LASE AT AT 45 5B e
W' = Hy(e(Spp,hQpy) ) = Hy(e(sQpyp,hQpmy) ) =
H;(e(rQpp 9r_1hSQIDA) ) = Hy(e(U,V)) =W

2) ARl B AR E LT AL, $8ERIEE B 7]
DRI L RIA B e Z, ,HHU = r'Qp,h" =
Hy(M,U") V' = ' 0 Sy W' = Hy (e(V',U")) A AR
#o' = (U, W), B Hy(e(Spy,h'Qpy)) = H;(e(sQpp,
h'Quy)) = H, (e(r,_lh’SQIDB 7Qmy)) = Hy(e(V',U") ) FIHI,
Bt o = (U,V) RARNESY BB £ 5 A NELAR
A X404 BIAS, BT LLBGH 7 R A T A

3) RAThIEE SRR,V BB S4H A KA
S WEABZIN, I ,e(U, V) PWHRTE H; WA R ECH R 7
BRI RN XU MR (AN T3 P AT 0, B ek oL H R9E T
BRAELE NG, Wl E TR RBAR EMNES, N
Wk 7 SRR TNER] -

4) BORSHT  5 IR T A, B O R R B IE R ik
M— X EERERE A EED EERBEAE, Fik,
T R RR 5 T RICR MR

3 Li-Zheng-Zhu 7 % 4 55 & & 44

3.1 Li-Zheng-Zhu 75 &AL
Li-Zheng-Zhu J5 &2 — T 5 3 i 5848 € B ilE % % 4
TR, ITEPHIGA EECh H) H,: {0,117 — ¢, REKE
BHAEARBREL S Zhang 7 RIEAMF , B £
DigEmIEE L : CMELHE A MR sky, JEER



%58

KAREF AANABERIELEELFT RO E RS 1229

E# B A Qpp FIIHE M A BENLEEEr € 2, ,HE U =
Qs ,V = e(rHy (M) + sk, , Q) JUASTTERE MBS 0 =
(U, V)

2) FEERIEHF RIE: C AR ERIEH B WA sky, &
ZEARLH Qp JEE M MES o = (U,V),BBiIEER
V =e(H,(M),U)e( Qs ,skipg) =B, W R, W4
o TR

3) RIAMELL:B AL SE ' e Z] JFHE U = r'skp,
V' o=e(r'Hy (M) + Qpyskpg) JWHEBMES o' = (U, V'),
BRo = (U,V) AR
3.2 Li-Zheng-Zhu F R ZBEHH

R 6 17 Fx, b b R W IEE A, T LA
SR =07 AT LB IR 5 42 R R, 2T R R R RIE R o
5347 Li-Zheng-Zhu 7558 , & BLAR 48 (& B i & o AT AB k45 44
{DEE; g

Bt o = (U,V) BIHE M B ERIESES, LEBE o
2 A P AT LA e( Qs »skig) , FFTT LABHIET
A HEZ T = (U,V"),

1) B E H, (M) Fle(H, (M) ,U) SR FRIERIEFR
Vo= e(H,(M),U)e(Quy,shpp) T B e(Qua,shps) =
V/e(Hy,(M) ,U) oe( Qs »skipp) 2B EM, BILFH e( Qs
skpg) W LABSIFEARAE A o

2) MRMEHEHEBIFHELEM 8L o™ = (U, V )
AURIESES o° = (U°,V") AR BEES
Hy (M) SRIGATLASAE V' = e(H,(M™) U™ )¢ %)
£ WA

YitiE ZHTE 2
FTEARFE
BTSSR \
3.3 Li-Zheng-Zhu 7 REIH# D0

3% 7 3R Li-Zheng-Z ?T\E ERE LA Wr
R, HEERRY B — e A A Hy 2 { O
1 = —Z) IBEUCH, WA REIEA A EIITL TR,

1) 1 EWAEH B4 DRSS E AR skyp, F8ERIIE
HEBWAH Quy MIHE MABENIEEEr e 2, 7B U =
rQuash = Hy (e(skp, ,7Qupg) ) ,V = hll, (M, U) AXFTHE M 1)
HERIESZ o = (U,V),

2) B WIEE Wk : TR EBIEE B WA ships 55
ZHEANAHA QO HEMMER o = (U,V) ,BIHER =
Hy(e(U,skpg) ) JFRAESER Y = B'H, (M, U) B& AL, AR
AL, W4 o B

3) BIAKHLBEEE " e Z, , 7B U = r'Qp,h' =
Hy (e(r'Qpy sskpp) ),V = WH,(M,U") JUEBAES o' =
UV B BE A Upar, IR o' = (U, V) A
o
3.4 Li-Zheng-Zhu Ut ARREMS AL RS

1) IR « Rk 7 SR IERR P AT LB BT SRk

k' = Hy(e(U,shpy)) = Hy(e(rQupy,5Qms)) =

H;(e(5Qupss7Qup) ) = Hy(e(skyy,7Qppp)) = A

2) AFAR B « o G T 58 B B AL UL AR P, A4

BEXRAMNES AGEWIEE B BT A58/ EANE

2R E) T E e e( Qg :Skllba
EERIEE B AHNBAH T, RE

ZARTT XS24 B A, BT LA 220 R AN AT AL

3) R fhEME g v, — 7 T, B A, IR B
HELE AR sk, RICHETE Hy W7 REG RN, 68
B 28 ATNHN e(skipy ,7Q ) PIHRTE Hy M7 BB, MG A
BF BRURT AR M X R T 336 T 0, B T 25 38 H, T,
WREIE B HE WA —FE, S8 NEe R E
557 R RARIT Y, A 2 BT R 22 4t R I iX
R MR AN,

4) SRS AERIEE R IR H, WA R
TEERIEE B AT, 7 WRAF % R A ML, R, B3 A
BEERBHELPRATGHNGER, Kk, g £ 2—1
BRI ERIEE S TR,

5)ZESIHT R 1 AR (P AN EBER M ER 6,
HELBEORIZE ) , Li-Zheng-Zhu 7 RTFE 3 M8, Bk
FEATRBE2ANERE . Bk, S AR LE M
&=

xR1 FRHONERLE

IR &4 ﬁﬁ" (o BHEid
Li-Zheng-Zhu JE 5 %% N\~ 2P
T && 1p

WW \\Go

Z%?k&frﬁ%fﬂ?vﬁﬁ':f\_f’mﬁﬁ ]

i A8 E RN . AT TR B RIEE S AT
hang JEM Li-Zheng-Zhu 7758, 46 L BT & AW 2 AT £h
Y R EATE IR RIS ST TG, S
JEW) Zhang 7 R B 5 R Oy M RO, Bk R W Li-

Zheng-Zhu FF RIE T RO — K28, 5ETRM
o, BB B8R

SE W

[1] JAKOBSSON M, SAKO K, IMPAGLIAZZO R. Designated verifier
proofs and their applications [ C]// Cryptology-EUROCRYPT 1996,
LNCS 1070. Berlin: Springer-Verlag, 1996: 142 -154.

[2] SUSILO W, ZHANG FANGGUO, MU YI. Identity based strong
designated verifier signature schemes [ C]// ACISP2004: Proceed-
ings of the 9th Australasian Conference on Information Security and
Privacy, LNCS 3108. Berlin: Springer-Verlag, 2004: 313 —324.

[3] KUMAR K P, SHAILAJA G, SAXENA A. Identity based strong
designated verifier signature scheme [ EB/OL]. [2009 —09 —22].
http: //eprint. iacr. org/2006/134. pdf.

[4] ZHANG J, MAO J. A novel id-based designated verifier signature
scheme [ J]. Information Sciences, 2008, 178(3): 766 —773.

[5] K¥E BRMET BB ERIEELA]]. TENIRE,
2009,35(5):131 -132,135.

[6] Z=BI%, T, REE, F —FRBET S0 KEEEK
TEEEZ IR IR AR: TREPERR, 2009, 41(7): 176
- 180.

[7] BONEH D, LYNN B, SHACHAM H. Short signature from the Weil
pairing [ C] // Proceedings of the 7th International Conference on the
Theory and Application of Cryptology and Information Security: Ad-
vances in Cryptology, LNCS 2248. Berlin: Springer-Verlag, 2001:
514 -532.



