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Correlation power analysis and implementation on KATAN32 cipher

ZHANG Lei, GU Da-wu, GUO Zheng, ZHAO Jian-jie
( Deparimeni of Computer Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China)

Abstract: KATAN32 proposed in CHES2009 is a light-weight block cipher with the features of simple hardware-

implementation and low cost of power. A kind of chosen-plaintext correlation power analysis on KATAN32 was presented and

the true key could be extracted finally. The experimental results show that the method is effective and avoids the influence of

environmental factors when the actual circuit is running. This new method only need choose 160 different plaintexts and collect

160 power traces to realize the correlation power analysis on KATAN32.
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