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Abstract: After a survey of present IDSs, it was concluded that more accurate and efficient detection result could be

obtained by using multi-sensor cooperative detection. A matchmaking method based on ontology was given t(@ave flexibility
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of detection. Cooperative detection framework based on the ontology was also discussed. “:\0
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Boolean: Intrusion_MatchMaking( Var RuleSet: Rst;

Audit Data Node: Ng,.)
{

(2)

= 0.8667

Queue: Q;
FOR each node N in AttachedNodeSet( Ng,,,)

// AttachedNodeSet glves all

//attached to @1"

each rule,R
path %l corepmh(N gy > Threshold THEN

G ( If the path simi_score exceed the threshold

“’e //The rule R will be insert to queue

s that N, is

continue;

END IF END FOR
END FOR
FOR each R in Q

// Caleulate the total score of the N, and rule in Q

IF total_score(N,,,, R) > Threshold THEN

RETURN TRUE;

END IF
END FOR
RETURN FAILSE;
}
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CooperatingDetection( Var RuleSet: Rst; Audit Data Node: Ng,.)
{ Boolean: Alert = FALSE;
FOR each step S, in multi-step rule
IF Intrusion_MatchMaking(S;, N} = TRUE THEN
/7 Perform each sub-rule detection individually
IF S, is not last step in multi-step rule THEN
INSERT sub-alert(S;) in local database;
/7 If not the last sub-rule, just store sub-alert in db
ELSE
FOR j=iTO 1 STEP -1
// If the last step, perform cooperation
IF sub-alert(S;) = FALSE THEN
/7 detector find locality of sub-alert by

//ontology
BREAK ;

END IF
END FOR k'e(
IF j =0 THEN Alert = TRUE;
END IF &
END IF
END FOR O
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