B EHTH HH AL A Vol.25 No.7
2005 %7 A Computer Applications July 2005

XE S 1001 - 9081(2005)07 — 1562 - 03

BB E WK 77 X R iRIR RN R gy it 5Ll

wmEH, % K
(FEMAREKF HFIAFER R, LM 402 230027)
(fjiang@ ustc. edu. cn)

i E Ry XARRAEN T AEER AN LEAR BAF AL EAE G REEHAA BB AR
AR AR, MM EMN KT EHTAEAAB BRARLZETALEMNXGRA, K35 RA
AT B B L2 K A AR B XA ST R R MR AR SR B e B AR T Ry B AR e AR A
DR(:&47a ik a9 £ A ) DL(EBATH R A ZHER) fo DV(BRIAME LK) =4 KA, H A XML £
KAELEMFEE G B R ERBRT IR, N T — A A XML £ 2 0 XA 5 B v AR B0
BER K T X RFAR R 4

KR : BRI BB XML

hESSHE S, TP393.08  TERIRE:A

Design and realization of vulnerability testing system by imitating attack
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Abstract: Traditional network-based vulnerability scanners can’t get very exact informatiot‘f"garget system, they
ulnerability exactly. When

5@' The parameters were classified as DR,

can’t identify all of the vulnerabilities in the target system. The way of imit, Bﬁ.attack cap t
most of the new vulnerabilities were put forward, the test programs o @n abili i\w&e given together, but the diversity
of the parameters of the test program made it difficult to intesat Ql e

DL and DV, and then XML was used to describe the %&1 d (v

XML describing parameters was implemented. &
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< vuldetect name = "Sadmind" >
< targetos > Soalris8 x86 < /targetos >
<vulid > </vulid >
< path > </path >
< para type = "remotecommand” >
< hostip type ="-h" > HostStartlP < /hostip >
< offset type ="-s" > </offset >
< command type = "-¢" > /bin/mkdir /testvul
< /command >
< /para >
< result type = "remotecommand" >
< command > /bin/1s /testvul < /command >
< returnvalue > /testvul < /returnvalue >
< clearact > /rm /testvul < clearact >
< /result >
< /vuldetect >
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use strict; use 10: : Socket; my $ port = shiftl 17780;
my $ sock = IO:: Socket: : INET - > new( LocalPort => $ port,
Listen =>1) or die;
while( 1)
{
next unless my $ session = $ sock —> accept;
next unless < $ session > = ~/fipbyuste/;
my $ action = < $ session >;

my $ filename = < § session>;
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chomp( $ filename);

if ( $ action = ~ /send/)

{
open( FH, "
my $ buf;
while( $ session —>read( $ buf, 8192) >0)
{print FH $ buf; };
close (FH);

}

elsif ( $ action = ~ /receive/)

{ open( FH, $ filename);
my $ buf;
while( <FH >)
{print $ session $ _;};
close( FH) ;
}s
}s
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Perl X} XML SUEBITFEFANT .

foreach my $ vul ( $§ vuls —> getElementsByTagName( 'vulid’) ) {
$ vulname = $ vul —> getElementsByTagName( 'vulname’)
—>item(0) —> getFirstChild —> getNodeValue;
$ cveid = $ vul —> getAttribute( ‘cve’) ;
$ bugtraqid = $ vul —> getAttribute( ‘bugtraqid’) ;
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my $ argnum = $#ARGV;
use strict;

use 10: : Socket;

my $ host = shifi;

my $ port = shift;

my $ filename = shift;

my $ name = $ filename;

if ($ argnum == 3)
{
if ( $ filename = ~ /7 (\S+)\V/(\S+) $/)
{ $ name = $ 2;};
}
$ name = shift| | $ name;
my $ action = shift|"send";
my $ s = I0:: Socket: : INET — > new( " $ host: $ port") Il die
$!s
$ s —> print( "startbyustc\n") ;
$ s—>print( $ action. "\n"); $ s —>print( $ name. "\n");
if ( § action = ~ /receive/)
{ open( OUTPUT, " >". $ filename) |l
die $!;while ( < $ s>){ print OUTPUT $ _;}
close( OUTPUT) ; }
elsif ( § action = ~ /send/)
{ open(INPUT, $ filename) Il die $!;
while ( <INPUT >){ print $ s $ _;}close( INPUT); }

print file transfer complete;
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