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Security proof of Molnar protocol

DENG Qiang-dong, WANG Li-bin
(School of Computer, South China Normal University, Guangzhou Guangdong 510631, China)

Abstract: Molnar protocol is a scheme for mutual authentication between tags and readers in Radio Frequency
Identification ( RFID) system, which emphasizes protecting privacy for the tag; however, its security has not been proved
formally. By using the eHa model, a formal proof was given, in/ which the output of the Molnar protocol maintain
unpredictable, denoted as un-privacy. Moreover, the accurate security boundary-of the Molnar protocol was computed. The
privacy of protocol was reduced tightly on the assumption that the ‘output of pseudorandom functions was indistinguishable from

the output of random functions in polynomial time by utilizing the game-baséd technique. This technique is a powerful tool for

analyzing and solving the privacy problem of RFID system,  and provides an effective and universal solution.
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