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RFID authentication protocol based on Hash function and key-array

XIE Chuan
( College of Computer Science and Information Engineering, Chongqing Technology and Business University, Chongging 400067, China)

Abstract: Wireless transmission, broadcast of signals, resource-constraint disturb the, reliability of Radio Frequency
Identification ( RFID) system and block the deployment progress of RFID techniques. Through the analysis of current common
RFID authentication protocol, an authentication protocol based on Hash function and-key array was proposed. The new
protocol used one-way Hash function value instead of label identifier, .and designed independent authentication key for each
pair between the reader and the tag in the certification process. It Could resist several possible attacks, including

eavesdropping, location tracking, re-transmission attacks,” Denial of Service ( DoS), tampering and other attacks. It has

obvious advantages in enhancing the tag identity privacy, and resisting the threat from within the system.
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SignedXml sig = new SignedXml(doc) ;

RSA m_signingKey = ( RSA ) new RSACryptoServiceProvider( ) ;

sig. SigningKey = signingKey ;

2) Bl —> DataObject X5, FILAE SR 22 EHRE R

DataObject signer =new System. Security. Cryptography. Xml. DataObject( ) ;

sig. AddObject( signer) ;
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Reference docRef = new Reference("" ) ;

docRef. AddTransform( new XmlDsigEnvelopedSignatureTransform( ) ) ;

Reference signerRef = new Reference( " #Signer" + signerID) ;

stringm_xpathTransString = “ < XPath xmlns:my = \" http://example

\" > ancestor-or-self ;:my: SignerlD </XPath >”;

XmlDsigXPathTransformxptrans = new XmlDsigXPathTransform( ) ;

xptrans. LoadInnerXml( doc. ChildNodes) ;

signerRef. AddTransform ( xptrans) ;
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ki. AddClause( new RSAKeyValue( signingKey) ) 3

sig. Keylnfo = ki;
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