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Abstract: XML element-wise encryption is used to encrypt a certain part of XML document. In this paper, auther
discussed the technology of element-wise encryption based on XSLT, and introduced a method that extension functions were
used to provide function of encryption and decryption with some examples. Compared with other element-wise encryption

technologies, the biggest advantage of this one is to avoid deployment and maintenance. All the security operations are

confined to stylesheet and not involved in XSLT processor. So this technology has high-usability.
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< order >
< name > Yang </name >
< product > Computer < /product >
< price > 5999 < /price > < quantity > 1 </quantity >
< cardno >5555 - 1234 —4567 — 6789 </cardno >

< /order >

hnsE XSLT AL H M .

< xsl: stylesheetversion ="1.0"
xmlns: xsl = "http: //www. w3. org/1999/XSL/Transform"
xmlns: msxsl = "um: schemas — microsoft — com: xslt"

xmlns: encryption = "umn: the — xml — encryption: xslt — csharp" >
Typ Typ! arp

"

< msxsl: script language =" C #" implement - prefix =
encryption" >
<[ CDATA[
public string Encrypt( string s)

11>

< /msxsl: script >

< xsl: template match = "cardno" >
< xsl: copy >

< xsl: value - of select = "encryption: Encrypt(text(}}"/ >

< /xsl: copy >

< /xsl: template >

< /xsl: stylesheet >
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