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Research on resistance to static disassembly
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Abstract: The goal of making unauthorized modifications or stealing intellectual property of software can be reached by
analyzing the static disassembly result of its executable binary code. In order to avoid this kind of instance, this paper
described the basic static disassembly algorithm, then proposed two anti-disassembly techniques focusing on the obfuscation of
control flow, branch function and jump table spoofing. These two techniques can hide the real target addresses of jump

instructions, and can fabricate target addresses which will lead to error of static disassemblers. Therefore the program’s

resistance to static disassembly will be improved, and it is more difficult to analyze the software.
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global startaddr, endaddr
void disasmrec ( addr)
{
while( startaddr < = addr < = endaddr)

{
If ( addr has been visited already)

return;
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For (I B~ TTREMHIRY) do

disasmrec (1) ;
return;

]
else addr + =length(I);

]
}

BORBE ) SEBLR B T R — MR : BRI RE S -+ 40 Mo 3t
RERILAN B XHNBSENRE, R0, & KRIC
2 BARERFP BEATE A0 3E, T LA A R AR A B 8, X
HIRBRIC AL B L% IE X B ROET, Brika
HRICRE R L RBRERNERK .

1.2 BERKEREAK

T AL B AR B 0 b i 1) B Bk B A 1R R, — R 4E
HEREANERN AR THBSRILHdaT, BEERH—
Y| BARMbAL BT U R B PR B (E A 1) , &
HRFNABTEENRE KRR EER RS0 BirRE
. CEBFHHAN—RIELWMBFHL LR,

#2ARKE1

r = evaluate i;

if r> =N goto default;

r+ =4;

r+ = BaseAddr;

jmp w13
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addral: jmp addrbl

addra2: jmp addrb2

addran : jmp addrbn
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addral: call fo

addra2: call fo

addran : call fp
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