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Layered and separated operating system kernel
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Abstract: In traditional monolithic kemnel operating systems, all kemnel codes run within a common and shared address

space, and any vulnerabilities in kernel or any untrusted modules loaded in kemnel would compromise the whole system

security. The development of a layered and separated secure kernel was described in this paper. Since the powers of kemnel are
partitioned, the vulnerabilities of kemel are confined, and arbitrarily tampering of kemnel by malice codes was prevented. The

prototype system is entirely developed from beginning for the 1386 architecture.
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