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Immunology principle and its application investigation in intrusion detection
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Abstract: Immunology principle and its application in intrusion detection in recent years were reviewed. The research on
antibedy clonal selection theory, immune networks and danger theory were emphasized. The immune principle and algorithms
used in intrusion detection were summarized and some of hotly debated issues were introduced. Based on the disadvantages of

current methods, the development directions were discussed.
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Wb SEBRRL AR, ATARYE LA SR AR R T

Bl , A RN R B S B i 1 B A2 TR L iR B i &2
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491 Mo R 4% AR 15 R TR T 7o

WP RGP ek AT U Al B B AR SR = A M 2 2
ERWARZE, BMEATHETHS RS, PEHMAEHEA
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el E A TRERERE T RSBz RNEE
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e CREEERRAMNBE RS IEE B ( k-Nearest-Neighbour
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N 4
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=
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B 3 B 75 K refmax = 10 i, 5| A RPSA #i.J5 8 P-Grid &
G RNIR LS. KEIEREIEEREMHE,

1.0 ?a*—.—I—H—IT-H—.—I-
0.8 —

5 o

® 0.6 I~ o

ﬁo.tx ——
0.2 - L

1 3 5 7 9 10 13
F—#dE X3 & Al A%
B3 refmax =10 BT R AR T LLEE

B2 FE 3 MR T LB Y, ZER A 5| A RPSA 2
A, RGIEREThZEBE refmax B K;B5IA RPSA 25, &
G RN FEEE AR A refmax —AF B, M refmax ) K/NE
BEXRRFIFEHERNADNR R RE R MWMNETRE, %
8] RPSA BEAERIEIE R TI BN R T AR BRI B RN K
DB BB R ERE RN RN ERE,
3.4 HHERSF

EEBEHNT SOLASTE AR R AR RERE
JEA RET BATHER W BAR ST &, B # W R X T REH
RERER LR —NEEEE, MH BB TERERTR
Galiofizgzchicd- 8

BiE—&HBEME LG —TREILRE 1 timestep,
T8 R o ch 25 1) B D B I R K RE SR 2 2 % TTL 4™ timestep,
LYREET-BREEE, ST A LBRAFETEREBIENE
5%, SR ERNEZHRERIIRBHENER, KBERTER
BT ST, Bk B WIER R /DB A Bl 3.2 W,
EFPROHREAEN 100", ESEBEIRR dms B K
4, AL BEER A 16ms M 5, 7] I RPSA #isLheiliad
BHFERBAERER , 15 5.
3.5 ST

A SCHTH#AR K RPSA fE6E T SUINA FIIB B R GERT 5+
BPTREE, Y- P VAFMARGN, REERSINE
BAEST R T EHEIN— & BRI, FRKENRS|ETUR
BB RSMERN R KM, SRR HA I AR T R &8~ Bir”
AR ERFENEARBHES . YTABEFRER
RERRAT , EEZTUAEMEN TE. BAMBRTAA
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PRSEN SUER TO TO

0

3.6 TEHEFHEIHR

BIMNEBER -G I EEROBEN 255 %
Glo FTEL INRE R MBI R, MFEE O(R * refmax) 4~ &
B, X F—RA T SRS, X H AR M, WX TFEMEE
BARKY S, /T LUE SR IR LK ot AA AKERS]l, thin
AL %% B3 In— & ¥ lastusetime (b YR8 F B 6] ) | 58 40
K — Bt EEAMEA, S ERE. B0, e E
— XA RO R R AL, B 3 iER R A X A O
B, SRR RS MEFARBE.

4 HiE
WICER T —F 3 BA DHT B E:# T B —

RPSA, LA P-Grid B ¥ R BT HIE, 43H7% % RPSA fE7E
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