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Abstract: It has been proved in many researches that there are some design flaws in IEEE 802. 1X s Q . In order to
at|

eliminate the Denial of Service ( DoS) attack, replay attack, session hijack, Man-In-the-Middle e
security threats, the protocol was analyzed in view of the state machines. It is pomted out thal
the inequality and incompleteness of state machines as well as the tegnt

messages. However, an improvement proposal called Dual-way C

and a formal analysis was done on it with an improved 1s pri
security threats mentioned above.
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igin of these problems is
n and source authenticity on
? Logoff Authentication was proposed,

h¥t the proposal can effectively resist the
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B RARIANESE & P o LTG5 B BRI
— R BINIAUE S R P BER,, I A S T R B, SE R
TR 7 LAN/WLAN v 0 35 S 28 42 A3 i TA3IF ¢t ( 4n
WLAN fr iy AP, LAN ) 48 32 A4 ) , A 3 A i 3k
Pt P B 9 B 89 5 8 1 BT R & P AN AES 2 A
1E% W) B BdE , SCIH R AT s 5555

2 IR B Rt

802. 1X WIS A B SR B S R AS LA SE B, i 2 0L A
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WA T 48 191 B7 EAP-Failure 1 1, 3-4EREIE B2 K T4
HA 2 TR, ISR ATE S B AT R B T
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EAPOL-Logoff M L 5, INIEHE RBIWA BT HEHZ I A
DISCONNECTED R7%, i & 45 T Rk, JF HEW R E &
ANERESILE Y authFail 55 EHFIIT FL. FREBNFE
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MAANH T REAHRBRENZLME, B -2
REFAHE .. RBAER H1E .

1) Bit & fhits EAPOL-Logoff i 3% 25 AIEZ , BUREA
JIEF & H B EAP-Failure 1 EAP-Request 30 HE TN .o 2R M IX
HERALEHS W E BRI, Tk &S 1
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