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Abstract: Concerning the potential security flaws of Temporal Key Integiity Protocol ( TKIP), a new scheme for
implementing counter mode with cipher-block chaining with rmessage authentication code protocol ( CCMP) based on Field
Programmable Gate Array ( FPGA) was proposed. The circuit architecture of CCMP process was implemented based on the
existing centralized Wireless Local Area Network ( WLAN) split Mediuin Access Control (MAC) architecture. By comparing
the performances of four different Advanced Encryption Siandard { AES)implementations, the test results indicate that the
proposed scheme can provide higher encryption performance and enhance wireless confidentiality.
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