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Abstract: Random number and broadcast polynomial for every session were created. The legal nodes could recover the

lost legal group keys by themselves independently according to their private information and broadcast

%es, and the

collusion attack between newly joined nodes and revoked nodes was resisted. New private infor t as distributed to
and eff1c1enc A&Kﬁ the scheme has less

revoked nodes so as to rejoin group in later sessions. Through the secun

communication cost yet still achieves security property, suitable for m

Key words: group key management; self-healing; co]lus10

0 3%

B E%ﬁﬂ%m%lﬁl%ﬂﬁ%ﬁtﬂ&ﬁfﬁ,éﬁﬂ%&
HUR I FEE SRR BRI,

S IR 5 BT 5 1 A FhRR R
A B A R B Rt g A s i
mmﬂémaﬁwﬁﬁmﬁmman;ﬁﬁ%%%ﬁ%@
o0 12 2 AT E AT O

B F1 42 O RO B S T S R

W, R T E ST A L RSN L 2T R AT
sl AU MR TIESF SRS, MR AR , T B 808
] G 2B I O EA T B ) 4%, S Y AR T I P R
HBEGICN R H TS BB RN E N TIRE K
HEY], TEIWHRHAEHE (Group Manager, GM) B R HK )
FHTHIA S XA CUE I T P46 b RO A B )
I, 5 5 2 B B E W A B MR IR 5 B
AT AR i X A S, R AR A S B S
WAL,

SCRRL L ERR 0 B A R BLE: &2 S AH A
BRI AR R SR BT T HE I S T AR 2 A T e
B AR B A P R R GG 1 B R 414
B, EHTETE B P B0A ek R AN BY GM T Ut ST Pk B2
RIS . SCIRI2 -4 130K 1] ZRl B4R 1 T %4
A& ZALE BE e UM Z0 R E 2wk, (BRE
LR, G0N RARTS SR Z 5 02,
SCHR[S - 712 T Hash 4%, R 3158 B0 A AR 4585
SR [ HBEE B A EAE T R H B H IR R

I FS HE:2011 —04 - 11 ;{&E HHH:2011 -06 -21,

Hoc n w‘

bll network

8 E %ﬁ% P25 AR AN AT R TERR AU , (BN T
17 T E AR AR E HXTE AR R IR A S . 3L
K[ 8 17ESE R4 B AT I, RS IR & ok (HaB B 1R
Mg, SCRR[9 1 gl il B B Sa i 8 70 s i A
WA TR SRRV EH AR R TR, BNE
WK e RS G B h MG , RE S s 34N
R
ARSCHEH B A REEHEGRE I RIS R A EHE RS
F, CHEBABANRGETSHERHEENES, 0 E
A B S ABTIM AT SR TSI E B ENIRRIX
AR ; W, RIFE R R Y R ERINARE S 54
Wo

1 AR zR

B EAEE B — B O R H A I E—
MEEVLE AR T LT A R, B R H R IEE R
K LR E e K 0 n AR, EHREUT R
P

D) %€ «, B y = H(x) BEBW;

2) G y, BITEMEE H(x) = y 1Y x REMER;

3) G o, MEFHREB| 1y, Hy # », 8 Hx) =
H(y)o

GM B R — D HEAMF ", RETTE R —&K
BEhm MEYE K = HG") K = HK) = ("),
K, =H(K, ) = H"(s") . N FHE| R $H Wy 21, K,
MEERET < B8 K ETE LEATR, X FERS >
L BEAROTER K = H7(K,)

ESTIH: BEK AARA SR H (60873233) 5,

EEB A EIN (1987 - ) B, Wl VoA B LA, TR T M A5 &L B HAME LS, KEL(1965 ), %, RIEEEA,
B, L, FEE R BB FRES; REIE(1987 - ) % WRREA, MR E, TERA TR ARREL RS MELE,



% 10 41

EIF EARGEAEZRAG AR CHATAETETE

2693

2 HERAGFHEBAHATAETEY E

BHATH T RESGAU = {U0,,0,,--,U,} ,CMEBLAR
BN (PK,SK) , 1 5 U, BAFAMH N (PK,,SK,)  FR4 RI430 43
H m AEE, o j N BRA B AN KA H RS RUT
4 NSy
2.1 #&sr

GM JAT BRI F, BEALZEEURT 1A PR T 5" AR 2B
PRECH( ) F, — F  BEYLIESE m DSIAHSEH ¢« rZ 50
i(®) =ao+a,x+ - +axt ;. eF[x]BFET
AU AR j, RBUIMA BB b, W GM 745 & U, 35
FRRS ),y ... . ETEHBIE K, = H(s7) , FHhid, 2
GM 35 /L U, BENLIE BRI RS 5 35 B . 2 J5 CM I A AL
RISCHRL11] RS R, B 1 (id,) o ids s
REH UU FENMARHAMETHEZ R K
{f]( idi)j:jl,---,m »id; 33;; P ERERIEE S
2.2 T#E

GM Yy j it R B TG BN B, B K = B +5] 1B
231 j B BRI o

B R ATESTE j N BEBI B T RS, | R R
& R FRIGEMELE P I RI<t.it U = U-R HMHIE
TR PR RN RES OM IR HHE

Bj = {Pi(x) = Ai(x)ﬁi +fL(x) }i:1,2,---,j (1)
HpA(x) = H(x —id,) + 1 B LW id, HERTE]

A(x) = 1;70,4,(x) MBEHLEL
2.3 ETAMHE ~)&

%%ﬁ%ﬁhﬁ&ﬁAﬁﬁi%ﬁﬂﬁ%f% ;
W1 <, <), A U, TTLUARSE j BT BRI %gﬁ).n
E%ﬁf‘éﬁﬂ’m%‘%ﬁ,ﬁﬁu?i%ﬁﬁﬁ%@]@%} 24
K O

1) 4 SRR B OB S5 g BT DU (1) it
%ﬂmﬁé)ﬁ&@%%%Pﬁ@&@%%ﬂu#ﬁﬁz

(id) - f @
B = ! A?(idj.rj) 2
2) WIBREEE 5], HE AT Hash {4
K = H7(s!) (3)

3) HEAE  RBERNEBHK =8 +k .
2.4 FEEMMA

AR 8 U (T LUR S 7 B B B e A9 5
HE4E j, RPBOIAGHEA, @it CM HHAIEZ 5, GM BEHLIE
— ARG id, , HH S (i), B s) BBy
REZEREBAidy, £(id) ;o omosi | B Uso
3 FELMN
3.1 EHARE

BT U, 215 j, BB, I ESE j, BB
JERIA TR RR O U, RIEBNG, <Jj <)) BHEEH
HEAEFHE, HERE T j, WBRMAEHENHEE B,.

BT U 2 <j<jpBERREGRER, JFREGM
B WA S A BB

BAR U, ), BT BIEE B, = {p.(x) = A(x)B; +
[ s, MEACKBEBERER L), . id,s) | AR
X(2) ~ (3) AHEHIEREG Fs] (j, <j <) MIMHHEH
BERG, <j<j) NERABHK =g +k JFMZIT RELH

T AT B R
3.2 ZREUSH
3.2.1  #WEEen

ENE UL E j, B BB, AR B SRS AR
Gy <)) BHEEN B3 8 B, JHEE ) j B 10 41 9540 B R 7T
[, % U, 76 j R AT P BRI R A, () R
B REHLE, BT U, o 3 041 548 K, BISE B T
S AR 1 22 A
3.22 BEEsenk

St T j, B BEETIA Y A U, JREEI A0 j, B2 T
(OB B 5, ASF j I BRROBERLIN B, < ) , BIRAE
i | B SR S A, T AR E T 85 1
K, AR Hash SR 1 R TE0E M F B0 RAEE1S B hy 3T
BAAF] " 1B, A U, TRk i A B 4l 2 i 235
14, AT ST T 415 4 BT 6 2 2
3.2.3  RABAT EfedmAT 280 E

BBC (R UR; U UR) FRER FBAIH
ZRTRERGE S EEE  H € C (S, U J,y0 U ) B
2% j, MEZ EMAR 4L S B4, Hh Il BU Cl <1,
L<bomauaﬁm$ﬁ%ﬁﬁw&ggw&zmwm%
F 15 S RITE Jy, TR 2 A 5 OB B B 114 AR
BAGE K OIS Gy < 7 o N EHB(, <
j <) BRHEGAESAK,, iﬁ%ﬁw&m@ﬂwx@%%%

Aok

BU CHET R EBERAIAE G <

B % =
BN, Y A s s B B, ATk
i BT AR AR N B AR BN U, EU,’WQ Sy

GBYEENNTE (), <Jj <)) BB U CRIEITHR B EH

) ;A B U CAGEIRE j BRI Z I [ (2) 3k
WeR R B AR N id, FEETR S () L+
LA L8R BUCl <t BT B U CRTLERE 2 TR (x)
W it LR RTE S, B U CAIEREEBIILE, <
J <)) BTEIABH K FI, 77 S RBS KPR 9 A HT
AT Rtk

m |

A &S Ja
B1 35S RSTER Bl

3.3 keSO

EREAAEHEHR TR, AN ITERMN i 2R
B Hash B4, B FTEWMAZ2H M Hash 28 5 Tl
BRERHE, X TS B 4 BT SRR AT LR AZ W,
A i B AT AR FE (S A B A HT AT E A
3.3.1 ¥ A AR

8 U, fE2ilh j it Bom AR B Ry H A RS
BAfGd) ;o sid,sf | IS SETFEERAN R (m -7 +3) %
1bg.
3.3.2  F%EIERN

EZFRP , CMESTE BRI BYIEEB S5 T i
ZWR, FUEERMN A (¢ + 1)) 1b g0 1T F1E 7 BT B #E A9 M
BB, P Z RS NARHARRER, Zr ZBWEG
B FT Hash 5509 HIGRH G 5 B 7 R4 B
3.4 AR

RIGHTIHEAAEHSIRFROLK . WEH,
BE[1 -3,8 17 R AL AR BT H RN AN
B LA SCE R R, BA RS SR E B AR
W54 2T Hash 85093CRR[ 5,7 | F R BAAW BN
AR BHLEBEGHEE, (THF 2777 R®)



% 10 % FRAF AL THALFHBRIEARR R LI LR R 2777

N A E AR IS IREE 1T, and Cybemetics, 1999, 29(6): 888 —894.

52 TH: (1] 3P, XU 26 A B ARk B R T T] . FHEEAL

- R FH, 2005, 25(3) : 643 —645.

(11 #0355, X7, RS BRMEBIIRII. HM4], 2008, 19 oL .
(1>F'4As G (121 AT, 0. T K SRR (TR BT 1] M

(2] BENC FE, 2 b2 TR RN R KR RE B ] RTEER, 200,315 :87 - 90 .
JUETHR T K223, 2008, 28( 1) : 66 —69. [13] LI JUNLIN , FU HONGGUANG . Molecular dynamics - like data

[3] SAVARESI S M, BOLEY D. A comparative analysis on the bisec- clustering approach [J]. Pattem Recognition, 2011, 44(8): 1721
ting K-means and the PDDP clustering algorithms[ J]. Intelligent - 1737. o
Data Analysis, 2004, 8(4) : 345 —362. [14] WANG LEI, JI HUAN. An artificial immune cell model based C-

[4] =z P}[Féji %’T&*ﬁﬁ%;@ﬁﬁ%g)ﬁ IARE TS means clustering algorithm [ C]// Proceedings of the 7th World

ZmL * N . -
HHEHLRE FITEL, 2005, 22(4) : 52 - 53, 57. Congress on Intelligent Control and Automation. Piscataway, NIJ:

[5] JONYER I, COOK D J, HOLDER L B. Graph-based hierarchical IEEE Press, 2008: 825 - 829. e .
conceptual clustering [ J]. Journal of Machine Leamning Research, [15] ;I'éﬂ(éli,‘ BUR Y, . BT DBSCAN ALK 55K
2002, 2: 19 —43. I, TEHLBF, 2004,24(4):45 - 46,61.

[6] YU XIAOGAO, JIAN YIN. A new clustering algorithm based on [16] EISEN M B, SPELLMAN P T, BROWN P O, et al. Cluster analy-
KNN and DENCLUE [ C]// Proceedings of 2005 International Con- sis and display of genome-wide expression patterns [J]. Proceed-
ference on Machine Leaming and Cybemetics. [S.1.]: MENDE- ings of National Academy of Sciences of the United States of Ameri-
LEY, 2005,4: 2033 - 2038. ca, 1998, 95(25) : 14863 — 14868.

[7] %538, 32358, BT, B ASBIE BRI F LR T]. sHEVLE FBF [17] GOLUB T R, SLONIM D K, TAMAYO P, et al. Molecular classi-
4%,2010,27(1):23 —26,31. fication of cancer: Class discovery and class predication by gene

[8] TAN PANG-NING, STEINBACH M, KUMAR V. ¥ S5 expression monitoring [ J]. Science, 1999, 286(5439):531 -537.
[M]. 350, A2 a, . Jbat: AR H B, 2006: 336. [18] UC irvine machine leamning repository [ EB/OL]. [2011 - 01 -

[9] Hmkzs, 2Pt — R TH HROBREFT LI HENNH 10]. hitp: //archive. ics. uci. edu/ml/datasets/Iris.

2005,25(2) : 286 —288,300. [19] Analysis of the microRNA that involved the tuberculosis or latent

[10] RAVI TV, GOWDA K C. Clustering of symbolic objects using

gravitational approach [ J]. IEEE Transactions on Systems, Man,

TB infection II[ EB/OL]. [ 2011 - 01 — . http: //www. ncbi.
nlm. nih. gov/projects/ geo/ query/ acon’giNpeC = GSE25435.

o

(L84 2693 70) %ﬁ \’\
®1 JUF Eﬁiﬁ‘% ES (\0‘
R AT it \) %@?&Mﬂ% R R B AR
SCRRL1] 7% (m-j+1)%bg (mt +3m, &e Vv
XM2]H%E  (m-j+1) lbg be\) v
R3] 7% (m) lbg & v
RIS T% (m-j+1)lbg b g
SCRRL7] 7% (v-1+3) lbg )1bg
RIS 1R (m-j+2)1b t+1)]+]lbq v
BXHTE (m -J'+3<\)é (t+1)jlbg v
( 2003: 803 -808.
4 £iE 0\>‘ [4] BLUNDO C, ARCOP D, LISTO M. Design of self-healing key dis-
RS 1 4 I To A B R T S R L B 5 1 zrlil;;t)iorisschzzles [J]. Designs, Codes and Cryptography, 2004, 32
AURHGE: A SO H—F0 T DURIU & IRBGE I IR ARFE® (5 pypra R, CHANG E. €, MUKHOPADHYAY S. Efficient self-
PEMT R, @A ERTRY RS AL EN healing key distributions with evocation for wireless network using
EHIE BRI ESR Sy KR MR R S SCB T one way key chains [ C]// Proceedings of the 5th International Con-
B B IGAHE ; T B 5 R BRSSP s 35 A A AT A ference on Applied Cryptography and Network Security. Berlin:
A, B T BRI SRS 5 R SR Tk Springer-Verlag, 2007: 385 400,
ST RS A MA RS E AR N LA B EHE TR [6] JIANG C, LIN M, SHI, SHEN X. Self-healing group key distribu-
R L AT ) = ™ by v T e tion with time-limited node revocation for wireless sensor networks
%ggﬁféigxﬁgggﬁyﬁ% : fmﬁlﬁlﬁgﬁg;ﬁj; [7]. Ad Hoc Networks, 2007, 5(1): 14 —23.
; < i e [71 bk, B, B, B BTRHFI RGBSR
ﬁ%igg ﬁ'f—ﬂ:%ﬁﬁ_ﬂaﬁﬁZﬁi%,[ﬂ%ﬁ%{&ﬁ%%ﬁ{ﬁiﬂs& B A S B HLEIL T . EIE2EIR, 2009, 30(6): 33 -36.
1T —2 TARRE A, [8] DU W, HE M, X. Self-healing key distribution with revocation and
e resistance to the collusion attack in wireless sensor networks [ C]//
[1] STADDONE J, MINERE S, FRANKLIN M, et al. Self-healing key Proceedings of the 2nd Intemational Conference on Provable Securi-
distribution with revocation [ C]// Proceedings of IEEE Symposium ty. Berlin: Springer-Verlag, 2008: 345 —359.
on Security and Privacy 02. Piscataway, NJ: IEEE Press, 2002: [9] DUTTA R, MUKHOPADHYAY S, DOWLING T. Generalized self-
241 -257. healing key distribution in wireless Ad Hoc networks with trade-offs
[2] LIU D, NING P, SUN K. Efficient self-healing key distribution with in user’s pre-arranged life cycle and collusion resistance [ C]// Pro-
revocation capability [ C]// Proceedings of the 10th ACM Confer- ceedings of the Sth ACM Symposium on QoS and Security for Wire-
ence on Computer and Communications Security. New York: ACM less and Mobile Networks. Berlin: Springer-Verlag, 2009: 80 -87.
Press, 2003: 231 -240. [10] LAMPORT L. Password authentication with insecure communication
[3] BLUNDO C, ARCOP D, LISTO M. A new self-healing key distri- [J]. Communications of the ACM, 1981, 24(11): 770 -772.
bution scheme [ C]// Proceedings of the 8th IEEE Symposium on [11] k=L, KT, ZER, 2. &N T Ad Hoc WE 24 IEEME

Computers and Communications. Piscataway, NJ: IEEE Press,

KEER[])]. BEFW, 2010, 31(3):31 -36.



