%31 B5% 11 3
2011 %11 A

HEALE A
Journal of Computer Applications

Vol. 31 No. 11
Nov. 2011

SO S 1001 —9081(2011) 11 —2975 — 04

EH T AR

ki

JTAXN

doi;10.3724/SP. J. 1087.2011. 02975

BRFSHTE

==
E

700N

7 LA
(PR SRR TRV RAE R, LR 110854)
( luowenhua770404@ 126. com)

W EBESArMABIBEEINOERAT R — AR TEEBFERRATA S @R EHLF ZRH LI

AR . HEARB SRR BBEARAEE B LM F2 ]84  Windows APT % 7 & )2 44

5
>

R ERF I RA—

FRAAE, A —RANTERF G QQ K5 5 F ey £ £ R LA Pk B A T 42 X415 809 AR Th
KR G H A BB A HIE LM 45435 4) ; Windows APT

hE4 35 TP309.2  XEkiRE:A

Malware analysis method based on reverse technology

LUO Wen-hua

( Depariment of Compuier Crime Inwestigation, China Criminal Police University, Liaoning Shenyangg~110854)

Abstract: Reverse analysis is the most common method in analyzing malware. The revets® analysis process is an

advanced and efficient method that exposes the intention and processes of malware. The fogus ‘6f this paper was to show the

general patterns ascertained using reverse analysis applied to the aspects of start function, (patameter transfer of function, data

structure, control statement and Windows APL. A case study of malware, used to ébtain/account information, login names,

and passwords for the popular Chinese social networking program '

"QQ, as presehted to illustrate how the reverse analysis
quickly and accurately locates key information used to determine atterns
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