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Research survey of network security situation awareness

XTI Rong-rong”, YUN Xiao-chun, JIN Shu-yuan, ZHANG Yong-zheng
(Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190, ‘China)

Abstract: The research of network security Situation Awareness ( SA)ais important in improving the abilities of network
detection, response to emergency and predicting the network security trend. Anthis papers“hased“on the conceptual model of
situational awareness, three main problems with regard to network security situational awareness were discussed: extraction of
the elements in the network security situation, comprehension of the network security “situation and projection of future
situation. The core issues to be resolved, and major algorithms“as well as(the advantages and disadvantages of various

algorithms were focused. Finally, the opening issues and challenges for networkisecurity situation awareness concerning both

theory and implementation in near future were proposed.
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