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Key techniques of conditional access system for Internet-TV based on network coding
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Abstract: Network coding has the advantage of providing “higher network throughput, \using bandwidth efficiently and
balancing the traffic, which is suitable for wireless networks, Ad Hoc,/P2P content distribution and streaming media service,
especially for Internet-TV. The authors did some research into the conditional access system for Internet-TV under network
coding, proposed a scheme for conditional access techniquebased om Random Linear Network Coding ( RLNC) and Secure
Practical Network Coding ( SPOC), and hierarchical key distribution:, This' scheme also provided different media quality to
different paying customers. The scheme has lowscomplexity cryptographic overhead, and it is thus suitable for the real-time
encryption of streaming media. The performance analysis shows, that the proposed scheme improves the throughput of Internet-
TV, the quantity of encrypted data is far less than the traditional methods, and the hierarchical group key distribution
effectively solves the problem of key distribution.
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