Journal of Computer Applications

#E AR R, 2012, 32(6) : 1609 - 1612

ISSN 1001-9081
CODEN JYIIDU

2012-06-01
http: //www. joca. cn

XS :1001 - 9081(2012)06 — 1609 — 04

doi;10.3724/SP. ]. 1087.2012. 01609

MR RSA HiRAE T iR RESEME PRI

HEE T, ARHE
(MR FREHR, EIK 402460)
(= BEVEE H FHA du_zhiguo@ hotmail. com)

B EHSAPERANERGEBEREERER P AL TR AR R EHAKRFRNA, B —Frait
HAATEB AL T MFEAART LA R X B FRE FHRREREN, MR T A& T EBFTE
FHBARBART U, R ZERSHE RBERAN, M ERK D 55% 8B T4, B 67% 6 452 1
5, AR 21% 69 B AR, A FEREERAZLBRNARAY TELER AR EN, EmE o LB L
RABKAREARG LIS RENL,

B ALEBRENE ML, PEMNAEE, 2F L4 Lk

rhE4 S TP393.08 X RRERRRAG: A

Application of improved RSA algorithm in wireless sensor network
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Abstract: In order to solve the problems such as slow calculation and great energy consumption caused by the public-key-
cryptosystem-based key management in wireless sensor network, an improved RSA public-key algorithm was suggested in this
paper. In the new algorithm, Montgomery algorithm had been applied to transform large number’s modular exponentiation to
exponentiation modular. At the same time, the Chinese Remainder Theorem ( CRT) was also employed to change modular
exponentiation to congruence equations. The security analysis and experimental results show that the computation expenditure
has been reduced by 55 percent, the storage space reduced by 67 percent and the life cycle of nodes increased by 21 percent
in the new algorithm. The new algorithm provides better safety of the key as well as less computation and smaller storage
space, which is more suitable for the wireless sensor network with low computation ability and limited energy.
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