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Detection model and method of website defacements based on attributes partial changes
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Abstract: The traditional methods of website remote monitoring are limited to static webpages. A rule-based classifier for
dynamic webpage was proposed. The method took the website partial changes into consfdévation, and divided the websites into
the dynamic regions and the static regions according to the dynamic~vpdates of the® historical pages, and then calculated
thresholds based on the historical features for dynamic regions and Huilivhistorydatabase of MDS based on blocks for the static
regions. Finally, it decided whether to send alarms according #6$hebdefined”H*THEN rules. The test results show that the

model can scan the whole website in shorter time, get lowekfalsé/eteciion rate for normal pages and higher detection rate for

distorted pages.
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