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Internet traffic classification method based on selective clustering ensemble of mutual information
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Abstract: Because it is difficult to label Internet traffic and the generalization ability of single clustering algorithm is
weak, a selective clustering ensemble method based on Mutual dnfdgtmation ( MI)‘was proposed to improve the accuracy of
traffic classification. In the method, the Normalized Mutual Irformation®( NMI) between clustering results of K-means
algorithm with different initial cluster number and the diswibution of protocol labels of training set was computed first, and then
a serial of K which were the initial cluster numbenof K-mgans algorithmibased on NMI were selected. Finally, the consensus
function based on Quadratic Mutual Information {QMI) was used, to,build the consensus partition, and the labels of clusters
were labeled based on a semi-supervised methed. The overall accuracies of clustering ensemble method and single clustering
algorithm were compared over four testing ety and the experimental results show that the overall accuracy of clustering
ensemble method can achieve 90% . In|the proposed fiiethod, a clustering ensemble model was used to classify Internet traffic,

and the overall accuracy of traffic classifieation’along'with the stability of classification over different dataset got enhanced.

Key words: clustering ensemble; K-means; traffic classification; Mutual Information ( MI)

0 5%

HERMRESLEZMGERPIGZ L EM, HET
RAP LR, RE MRS R EERR, TJLER
TS I RT3 2R TT N B NS SR AR, X207
BILER R RS B, 4R T FL R BaFA 17 ELRT LAY
IR R T2, HRTH R R SR A I
FAER S BRI B U SRR AR I AR R, B
7 BRI AS W LA R I B R B 182 0, v A 1 7
RAEF HME R IO RS — E B B AR T v A 2R A
A%, R W W 2 0 O e IR BN R O R PR R . TCIE I
7 PRI BRTEREAS B R R R AR, 3 L AT DR B3 B R
M fE , Bemaille 45 ') 1 Erman 45 1% %5 22 04 2 0 o4
BB R, B T RIF R SC B3R . Bemaille %1%
{5 AT L B 15 B ( Normalized Mutual Information, NMI) A
FEREMR B N G P N B 0 e S R KR T
FER S Ai EBAR LR , UM HSE A i R 26, 5 AR

Y75 B #7:2012-08-02 ;{& & H#{ :2012-08-29,

HIRENE K AR R R TR, HR AR E T
— M KE, R - HRERZAGE, GHEHERIK, Erman
201 3 Komeans & 3 1 DBSCAN ( Density-Based Spatial
Clustering of Applications with Noise) By 2R E 2,
HEHELRM A TRET KK AutoClass BIEHEAT T AL, ZB
K-means 7l DBSCAN i[RI 8 . XIS 3ot A B9 i
B RE AT T A, I8 B AR T LB BT A B
BERABIMER RS, B RBHNEGTRRESENE
T,

SR 2] RALASE ] FBT R B B E T AT A
BT E RS A SO RLER BT 5 ABR
BAET, BB T RE LB RS E, Stehl 27
HRRE TRETEGRERNRREREE (B REES
R BRI A ) 1 Tophy 51 4 T B ET
HREBMREER YL BHEEY R —FEFIERMR
HEBREER T, BH T EBNE; T a2 WRELE
R B — BB BT T 0T I IS R R T ER R R ITE

EETE : E% 863 1RII0H (2009AA017424) s BRVGH U H T £ T (12JK0933)

EEE A TEE(1980 - ), B, W IFE N, I, LB, EEOTR M MR 5EREA; FEEEAR(1955 -) , 5, BRI E A, #

7, WA I, BRI T P 4 R BT



F14

RORER, B I BGE G R 2K

ASCHE EARSCER I EREY BRI —FhEE T NMI Rk
wmE T E, R TE T EE R ( Quadratic Mutual
Information, QMI) A i — B BRI EE 1,

1 MRS

1.1 FEMNHRRT

fe— Bt el pE P, B A M FEIR P BB PR A LB
O3 B A% = S R 48 3R SCF FIFR A 28, 3% 5 MR i
WRRA L TTH .

MGETHRFAE R AT N AL THE R M GETHRRE , R HE TR
AR SCR/N R ER AN 7 25 | 1k SC ) 30k Ik 1] 1) e ) S B R O 22
%

B HRSERERERAE X = {X,,X,, X, |, H
FX, = (3,55, s Xyttt ) » Xy MG j R
fEon A W 28 i AF AR X L B BRI R 1 € LG Lo, C e
CHCREBTEARC = {e,0, 0,001,065 C R
TEAAFIRT R 2 4- M 4500 BhSORIRD

WEFEE BRI RNGDEEE X - CHIBIRKRX,
RIS o
1.2 BREEMEE

BRGE—MEE n MERHEIEE X = {X,,X,, -,
X, b, H AR B R XTI SE X 7 A AR R 2
RGEE T = {0 myl ] HFPRETTIEXN THAX,
HATRER TSR TURR R : X, — {7 (X)) Vi (X))
o (X)) | REEN R A - BUERREE,

R R ETE RPN R — 2 AN fA] PRAA [ i B 28
0155 BB B RELE R, AXBREFERIAAD
K{HH) K-means SEEE 7= 4 R F] iy R Rl ok, 2k T ELAF R 388
REM—BRBEER, BHRESEPREERRK, K-
means FL ¥ BAEH L P AERBEN .

1.3 BEISHERTARN

WATRE H FOR R R 2R B AR S X RS R A —
FpME—HR R T ERFRIEH BB SHCRT] WITEM
EMT:

1) fRIEFEARX, BIBEPREE N 5

2) PRESE HAE A RFEAR B K T4 THRIH C & IR %
.

BRE N REE LT, Fm, M — P RREHEE S = {5,
8,,85,8,,85+ HEATREER 45, R 4345 R v LA FEA BT 8 I 7R
EAUR A M RRR, A BAAY FAD FR,AD = (1,1,
2,2,3)",4% = (2,2,1,1,3)", BAAB AR 45 RIGFRF
A R BRI WSS R R —B0W B8 R Z SRt Al
DA 4345 2R — B h 1) & e — i T SOk R, 7 AR LY
BmitE,

2 ATREERWRELSE
2.1 ETF NMIfy K @5 5i%E

YIZRAE H — 4L AR T A H I 2R U M T R AR 2 1L, K N
SR EEITERRRBRER, H m. Fw, AAK
KH AR K-means BIEFHIGENREY 5 H 7, &
M e 5o, B NMI BT .

TEEF ATERLRBRLERGMNEREL LT % 81
1(77'0:77,')
NMI( g ;) = ———270 1
(mem) = ) W
K KG) ' C ,L”:
Hmem) = 3, Sp(Coe(Feis) ()

p(CHp(L)
HoAp KR m B30 PR G KD o8 7, (R 5>
TR B p(C,) T e BRI P FEAR BRI S B r Y
W3 sp (L) FnTE oy RIS h, BEA R S B 3% J AR
p(C, L) FRAE me BIRIGA0 ar, 93043 v, BE AR R B iRl
B r W] PRI

BB GR PR BBON n, 7 BRI, 980232
B r RIREAREON n, 78 r, B0 5r  B r BIE J OREAR SO
n ST e BRSNS e IR R S B ¢ FIAR j o
HIREABON n, MK (2) ATRAFRTR A -

K K(i)

g m) = g —Z& 3
(meom) = 3 3 S0 el ) (3)
K
n n
H =y Llg— 4
(m) = 3 - g (4)
K@) @ ()
n. 1.
H( 7. Yy== i B PR AN
(=Y e (5)

j=1

FRAEIR K (A Kmeans Bk RRER GHRMBRER
FEAN et 718 1 B9 NMI (B9 7370 15 LR 2 K (55
&

LB

K-MeansEH(K=150)] 1 [ NMI(K=150)
3 *E}ENMI H{]
I K-MeansFJ5(K=30) NMI(K=30) (B Rtk
K-MeansTE 2 (K=20) NMI(K=20) 3
K-MeansZEZ(K=10) NMI(K=10)

B 1 ZT NMI KB A in R E

2.2 EF OMIH—HRBELERH
R RBARE PR B n,—H E 2. 1 FrhgEs
MR K {6/ K-means RKEILSENRIKI S IT = {m,
..,7,.“...’7,”} ,ﬁq::ﬂ.i = {L’l 9”’!L]L:s”'sL;((i) } ,LJ% FRBER
53 . T RIS j AR, IR KD M XHERERA R4 5
Ty *ﬂ 77;5%)‘4@@ l](’ﬂ'3 ,7Tt) (81 ,ﬁuﬁ(6) FJ'I“Z]—_\‘:
K(s) K(1) K1)
Ulm,m) = 2p(8) 3 p(L L))" = 3 p(L)" (6)
Hoi L FORBRR 7, T E r 8RR K(s) MRS L &
NRERN G, TR AR IEA K(0) MRA -

p(L) = | /n (7)
p(L) = L1/ (8)
O ARV ARIA (9)

ol | L | L RS RREAAN, | L R L e
FHREAANE, | LN L [FORFEE T L R L gk
8

B U, m) R T AR 2 M, B
5w SRARMAES I = |7y, 7y} FRFTERIS 0
SRR U, 1) F7m, N (10) «

U(w,, D) = Y Ulr,,m,) (10)
W B TR K 53



82 A A

533 %

7 = arg max U(ar,,IT) (11)

RIERE D URBRERN —HRLER KR T S
HABFREI B A5 B RARIRELE R,

B m T QMI
EESTagal THE 7 il BQMI]
R R KRR EESgs & 7 Ml QML Ee—3
K—;é}:’lgns RRLsr HEnHZHIQMIN™| Bekss i
: & 7 Hizalf)QMI|
TR :
T B 7 At QMI

B2 FETF OMIM—BREAEEREE

2.3 BRERKIE

REEBHNERNENEG MERBETHES , OHERN
FHAREHEABA DS TIRE, SRR %I E
LRI, BIREGERES M ERET MR
A (AT S EIERAIRE, FUSH R 1] ek, 12
P MR SR I Y SRS SR i, SR

1) KBB4 R L TE C AR I N 4 58 5 AR Am 1 I
SHBMIBREERE FHTRE AN —HEREER,

2) RE—BERELERDE i MEPHREE o MR H
t EARTEREA BN ny  RIRTERE AR BN n,, 0y FE
g FHEER ¢, WRERNEEEN n) o

3) HiMEFHEBR—IERX B THIN ¢, WEE
P(e,) H:

P(ec,) = ny/n, (423
4) B N FRMIEER ¢ Ry
c = argcfnax(P(c,)) (M3)
3 SERERE M
3.1 EWHEE

A E SIF R T B LS K & P 60 08simple K
£HRTER, BIRE DA T RN R AR, BURE T
BERRAITFERAE 13 4, BB IEESE 0 12],
AR T RGBS P T SR M IR, B E Bde
HEHRFAR S KW AP, RAZHEIARIE 1 FiR,

R ZTREEPESHOMLIEN

25 B
BULK FTP
DATABASE Postgres , SQLNet Oracle, Ingres
MAIL IMAP,POP2/3 ,SMTP
WWW WWW
P2P KaZaA , BitTorrent , GnuTella

¥ Dayl B%dla il 2 Mll%R4E , Day2 #0 Day3 5958 7
BA AR, ERYVE S RSB REINR 2 FiR.
R2 EMBUEINRAKRAEN

PRS0 YIZRAE 1 IIERAE 2 JUIAE 1 PIIALE 2 PIIAL 3 JUiAdE 4
WWW 16392 49719 45034 56049 66893 52220
MAIL 3632 4141 5817 770 1890 1211
BULK 1669 1301 4559 1327 1862 1323
P2P 203 526 995 4268 783 5560
DATABASE 190 804 808 1478 715 1965
it 22086 56491 57213 63892 72143 62279

3.2 EREZFSEIIZ

A3 AR KA K-means S50k 7 A4 SRR K48, K-
means 3% A9 BE B SHE PR R BB o M VIR R LI
B AE N B 2R HE AR K (£#) K-means &
HEEVIZE L RREER SR04 R 1 NMIE, 711 25
4 1 FIYIZRER 2 ERISEIE RN 3 BT

0.7
0.6
@
E 0.5 -
z. 'S —— L ||
4
0.3

310 20 30 40 50 60 7'Q 80 9_'0 100 110 120 130 140 150
R I

K3 AFE#AEUR K-means Bk HNMI E

CER[4] T HBEE T — 1 K (RSB T BB R
BB, NN EBHNEBRERE, KRB LER—H K HF5)
A AR B S & BN T B SR B R A
FiR . WSEBERTT I Y UK T 40 I, NMI ({8
BT 9 B NMMEE = . ZIEBIE RMEN 20T
B R W S kB[40 ,50,60,70,80,90,100 ] 1% 7 NBUE N
AN KEFH.
3.3 SFETNRERSEER
3.3.1 (G £ MArg

Bk EAE TTREHIPHIER SRR SR
HaR B E 5 .

S SREREARRNRE o3 E TG
AR A BN e PR

LR ut ] AR ORISR 4 2 T TR B B ]
3.3.2 4H-RAEEaT

A NIRE A RIEIT T R REBMERR RS,
BRSO I 4 fim.
100
05 b )
90
85
80
75+
70}
65
60

Kmeans—40
Kmeans—60
B Kmeans—80
| 1@ Kmeans—100
B ensemble

BARKEE %

AYAY

N

e
e
E——
E—
=
e
EAAAAAA AR~

i %& é& ; A
WAL WAz WAGES  WIAGE4

B4 SRRAEL SR TRAE I SRR EX T

H . Kmeans-40., Kmeans-60 . Kmeans-80 ., Kmeans-100 43
MFon K{H A 40,60,80,100 B BAZRZEES; ensemble /R 7
MEREHBNERRRSRE. NE 4 TUEE,E4 MAR
FEAE FE MR R R R AR EREEY R AR KA
HRIRRES . BREREARMIKE LR SRS EFE
—EHIPEE , AR R AR BRSO IR AR TE 90%
ik, B ERE
3.3.3 wrREsE

FHHPIER T 5 MRERZEA RIS i 420 A, 4n
3P,

R~
NN

(TF#% 87 1)



F14

FRF B B AR % T AT AL TCP %5 AR5 M EHREH 87

2004, 22(4): 747 -756.

[3] YAMANEGI K, HASEGAWA G, MURATA M. Achieving predicta-
ble throughput of TCP based on inline network measurement [ J].
TEICE Technical Report, 2006, 106(237): 7 -12.

[9]

MENDES L D P, BRITO J M C. Some analysis of a cross-layer de-
sign for a wireless TCP network [ C]// ICWMC’09: Proceedings of
the Fifth International Conference on Wireless and Mobile Communi-

cations. Piscataway: IEEE Press, 2009: 64 —69.

[4] SHIMONISHI H, HAMA T, MURASE M. TCP congestion control [10] ANDO R, MURASE T, OGUCHI M. Characteristics of QoS-TCP
enhancements for streaming media [ C] // CCNC 2007: Proceedings on real mobile terminal in wireless LAN [ C]// 2011 IEEE Interna-
of the 4th IEEE Consumer Communications and Networking Confer- tional Workshop Technical Committee on Communications Quality
ence. Piscataway: IEEE Press, 2007: 303 —307. and Reliability. Piscataway: IEEE Press, 2011: 1 -6.

[5] HASHIMOTO M, HASEGAWA G, MURATA M. Trade-off evalua- [11] CHUA K C, MALCOLM J A, ZHANG Y. Theoretical analysis of
tion between fairness and throughput for TCP congestion control TCP throughput in Ad Hoc wireless networks [ C]// IEEE Global
mechanisms in a wireless LAN environment [ C]// 2010 Internation- Telecommunications Conference 2005. Piscataway: IEEE Press,
al Symposium on Performance Evaluation of Computer and Telecom- 2005: 2714 -2719.
munication System. Ottawa: Society for Modeling and Simulation In- [12] GEETHA V, AITHAL S, CHANDRASEKARAN K¢ Effect of mob-
ternational, 2010: 22 -29. ility over performance of the Ad Hoc networks [ Cl//“Proceedings

[6] LAICD, LEUNGK C, LI VO K. Enhancing wireless TCP: a seri- of the 2006 International Symposium on Ad Hoe and Ubiquitous
alized-timer approach [ C]// Proceedings of the 2010 IEEE Interna- Computing. Piscataway: IEEE Press,, 2006::138 —141.
tional Conference on Computer Communications. Piscataway: TEEE [13] LIU C, WU J. Adaptive routingsin dynamic Ad Hoc networks
Press, 2010: 391 —395. [ C1/7 2008 IEEE Wireless Comnumications and Networking Con-

[7] SHIN K, KIM J, CHOI S B. Loss recovery scheme for TCP using ference. Piscataway: IEEE Press; 2008: 2603 -2608.

MAC MIB over wireless access networks [ J]. IEEE Communications [14] PERKINS|C, BELDING-ROYER E, DAS S. Ad Hoc On-Demand
Letters, 2011, 15(10): 1059 -1061. Distance Vector (AODV) routing, RFC3561 [S]. IETF, 2003.

[8] MAHMOODI T, FRIDERIKOS V, HOLLAND O, et al. Cross-layer [15] HAMAD S, NOUREDDINE H, RADHI N, et al. Efficient flood-
design to improve wireless TCP performance with link-layer adapta- ing based on/mode position for mobile Ad Hoc network [ C]// 1IT
tion [ C]// VIC-Fall 2007: IEEE 66th Vehicular Technology Con- 2011; 2011 International Conference on Innovations in Information
ference. Piscataway: IEEE Press, 2007: 1504 - 1508. Technology. Piscataway: TEEE Press, 2011: 162 - 166.

(L% 82 7)

®3 5 BEEIRGS i ( CPU-sccondls) [3] & EH, B WA NS RESI L. TR
Ay P, 2010,30(10): 2653 ~2655. N
PN W e %6 Ao [4] ?ERI.\IfAIL.LE L, TEIXEIRA .R, SALAMATIAN K. Early application
Kmeans60 555 5. 64 =4 5 oS identification [ C]// Proceedings of the 2006 ACM Conference on E-
Kimeans-80 258 .75 2.08 5 78 merging Networking Experiments and Technologies. New York:
Kmeans-100 3.32 2.96 3.22 2.9 ACM Press, 2006: 70 -82.
ensemble 4.12 4.27 4.62 4.31 [5] ERMAN J, ARLITT M, MAHANTI A. Traffic classification using
clustering algorithms [ C]// Proceedings of the 2006 SIGCOMM
FA R i RIS X R RS R AR R MR, Workshop on Mining Network Data. New York: ACM Press, 2006:

JIT LAy SIS (B 2 s 12 T B R Rl TR A T QMI (46 281 - 286.

BT, RRSRER IWER , SMRHI KT R SRR ERA (6] X3, X1, s ST 10 P RS RBAL ] AL

Ko RIS SR IOEESS, 36 T B AR 0 FE£,2010,37(12):35 - 40,

AR EEN TR R B R [7] STREHL A, GHOSH J. Cluster ensembles —a knowledge reuse

framework for combining multiple partitions [ J]. Journal of Machine

4 #iE Learning Research, 2003, 3(3): 583 —617.

SR TR SRR kg, F OO b AR NGRS el i
. o R . . _ of consensus and weak partitions [ J]. ransactions on Pattern

Eﬁ%?@]}‘{fﬁlﬁﬂgméﬁﬁiﬁ;@ ’1E$4\%;§%§7£Z:HH? Analysis and Machine Intelligence, 2005, 27(12): 1866 —1881.

RRDIB PRRGREFR o RRLARBEZAR o) posg i, 367 Buggg 1 HHERSIIRL 1], SHEH,

FRAOR I A — R TR AT, 2005, 16411496 500,

TR HBRER BR AR [10] %/2x2%. BASRRIHLEAR DI D] . bi: WHTFE, 2007.

SENH: [11] ERMAN J, MAHANTI A, ARLITT M. Semi-supervised network

[1] MOORE A W, ZUEV D. Internet traffic classification using Bayes- traffic classification [ C]// Proceedings of the 2007 ACM SIGMET-
ian analysis techniques [ C]// Proceedings of the 2005 ACM SIG- RICS Conference on Measurement and Modeling of Computer Sys-
METRICS Conference on Measurement and Modeling of Computer tems. New York: ACM Press, 2007: 369 —370.

Systems. New York: ACM Press, 2005: 50 -60. [12] LI W, CANINI M, MOORE A W, et al. Efficient application iden-

[2] M, X3, Mgk, BT ICHF T 2L Internet 22025 T].
HENBTIRS B R, 2000, 46(3) : 407 -414.

tification and the temporal and spatial stability of classification sche-

ma [J]. Computer Networks, 2009, 53(6): 790 —809.



