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Security algorithm for Eta bilinear pairing over binary fields in crypto chip
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Abstract: In order to securely and efficiently realize Eta bilinedr paicing over /binary Tields in crypto chip, a power
analysis resistant algorithm was proposed based on square method. Theikeéy maskingtand data masking schemes based on
square method were researched respectively, and the implementation details of power analysis resistant algorithm were given
based on square method. In typical fields, the implementation efficiéncy of power analysis resistant algorithm based on square
method was increased by 10% or more compared to the ‘algérithmy based,on$quare root method, and the proposed algorithm did

not need to store any pre-computational variable. Hurtherniote, the ideaof loop unrolling methods in characteristic three was

expanded to the proposed algorithm, which futther increased, the implementation efficiency by about 3% . With the

improvement of efficiency and optimization ef storage,) the propesed algorithm is more suitable for secure crypto chip.
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