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Abstract: A new cross domain reference monitor and Mul

’ hSecirigy\¢’MLS) model were proposed for a trusted MLS
; ’/5/ S) products like commercial computers and security

system. The model was based on Commercial Off-The-S

compliant hardware devices. System high networks were

way transfer devices ( EAL7) for data-centric MLS 0@{

B

henledel allowed information to flow from low domain to high

tiongDetjing 100094, China)

cogfiected with reference validation computer by trusted one-

domain, and allowed sanitization data with low lgb%) ow ffonihigh domain to low domain, but data without low label were

prohibited to flow from high domain to low \i@n. The\model was applied to the information system of classification

protection. Formal verification of security mode

and trusted hardware devices.

and\policy demonstrates it is feasible for a MLS system with COTS products
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