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Abstract: Concerning the vulnerability to attack from extern:
limited resources in Wireless Sensor Network ( WSN), an effic'qmm

theory of identity-based and bilinear pairings was adoptedgn t ‘\a

value was computed by node behavior reputation nr
combined with message authentication code was usedéin c
trust value. The scheme not only can prevent €
but also is able to withstand internal threatg spch

attack. The analysis and comparison wit®

&snal nodes and“node failure due to openness and
e trusted\aithéntication scheme was proposed. The
entication key agreement and update. The node trust

ased_onyBeta distribution. The symmetric cryptosystem

ilitation proeésspbetween trusted nodes which were identified by the
ing, injectiohy’replay, denial of service and other external attacks,
the selectiye Jforwarding, Wormhole attack, Sinkhole attack and Sybil

schemegshow that the scheme can achieve longer network lifetime, smaller

certification delay, greater security al% scémllity in the‘same nétwork environment. The scheme has good application value in

unattended WSN with high safety requ ts.
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