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Abstract: In light of the drawbacks of current digital watermarking protocols, such asgfequiring frequent involvement of

buyers, assuming that buyers’ knowledge of signature or watermark, and not consideringdppropriate usage control of digital

products, a secure, practical and extensible watermarking protocol was proposed, by@tihzing the homomorphic, commutative
El Gamal encryption algorithm and the machine fingerprint-based cop 'ontrol seheme. Besides the basic functions of the
digital watermarking protocol, this protocol also considered the int vf\?'.‘n’ botli biiger and seller to some extent, and improved

user’s experience with a transaction model similar to the traditi
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