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Identification of encrypted function in malicious software
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( Cyberspace Security Institute, Information Engineering University, Zhengzhou Henar'450002;. .China)

Abstract: To resolve that the malware (malicious software) usuallysavoids \securityqdetection and flow analysis through

encryption function, this paper proposed a scheme which can identify ¢he, encrypted function in malware. The scheme
generated the dynamic loop data flow graph by identifying the loop and input/outputef the loop in the dynamic trace. Then the
sets of input/output were abstracted according to the loop data{fléw graph, the reference of known encrypted function was
designed and the reference whose parameters were elements of the“input_sets was computed. If the result could match any
element of the output sets, then the scheme could conclude the-malwaie’ enCrypts information by the known encrypted function.

The experimental results prove that the proposed|schemel can analyze the encrypted function of payload in the obfuscated

malware.

Key words: encrypted function identifiedtion;? input/ gutput,parameter of loop; loop data flow graph; input/output set in

loop; dynamic binary instrument

0 3%

BRSSP RAER EZENELETER, A dR%
BREABERE 8 5800 A RO7E, B A ROR B84 §
I R B R B R B R SR B R R
N BB RO B AR HEATIR28E N R BRI A 2L
B i 2% R BB, RO A WS o
AR, i1 KANAL ( Krypto Analyzer )", DRACA ( Draft Crypto
Analyzer) 7 SIGNSREGH( Signatures Search) *!  ERE: F N2 il
B — G R IR EUE 18 4 FRAE (B R S A BT BRAR s
REX B AR R IR B 2 B B R EFIE S ARER
(55 H IR XX B 25 30 M B SAfR BT R4 440

AL G AR T 2O (7] — 28 2 B9 B A5 48 R 44
B0 o B SRR R B p A T I R
B p A TR R AERC T ASURB RSB EK
N R B R 7 AR T B B S ST R 1R
Wi AL SBE S, VISP HRE TR A S
EETHILEIENTMNERESHE LANBA, ZITEE
% T A S S PAT AR PR R S B E ST HTLER, I
RITERY, MEREERRAERENIGTRETEATE

Y75 B #7:2013-05-15 ;4% = H#{ :2013-07- 14,

e R LR BR N SE BB T LT S PR
FRERREH BB :

M+ &

BE 1 WS L RINERE A C EH KA
A(K,C) =£(K,C) = C" WA LLAHA =1, BI((K,C),C")
REAE A ORI N ek 25

Bk 2 WREA p R ERFEE LA C K4
THH ¢ REEERE 1, W p TR AT ESCBLT
T RS o

IR PSR A SCIR Ay v B B A, BB S (830
SRR T A BRI E (SO AR, W=
RREUHIE]; AR F p R E B F B LA CRIKT= A T i
€ NIRRT p 749 ROPAAT B S S B R 551, o

1 Ak TtE

B P A R SRR SE i Tu 4R, FIFIRT
PATERAE B = MR YU o B8 - JEFF RO A7TE L FE 3 A
HREE L HIBE R LR EIF AR EUIRE 32 S B 1 (4
1t; Wang 25/ I Caballero 25" 38 i) T M A AR M N5 8 fi5
AR R e , T R R B RSB H R R L
BRI P BB Calvet 451 4R M T 58 o ShASHR R B

E & - [E% 863 71-X51 A (2008AA017420) ,

EEE M ZEA T (1978 - ) 38 \NAREEGT A BT, EERT R 8% 4;  BR(1980 - ), 3, BRIGVYZ A, ML B 504k , 20T
RITF AFEFEA;  BEKE(1962 - ) B WU B8R, AR I, ERATRI51  f5 B4 TE



3240 A A

533 %

P B IR BRBHY B A L SR B T RO T LA,
SR I AT BRAR AT 8 2 B TR T | FRERAE S, X b
T B XA K S BRI e B RC4 Josk iR A1, IR -t iR 98
FARBURR; Zhao 51 RIS S AR HSC IR BN 2 SR BL,
HARE M LR P RRE I xor 841 R BE R e KA R
HEXHEBEHA DS EIRR. BZBBEEARX BRIl
FARKEPRIR, EERRBEABEMNERF BRI R oL
F3EIXE TRIEBOR A5 X R AR IR N S 2 BUn
RS R AR R T, R By R
H N2 R AR VR T I IR B BOR B T
2 ARGt
AR — R AR PR ECE T AT P B A i
R 7, AT LA RO IRBTR BT AR M T3 FIRIEIF %L
T AT RGN BB KO0 R e EW
AERGr 1) IRBE B A S A AT AR B I 2 o A
HBHEE;2) BT EAME BB SE LA T ARmAS
BUkATIZS , Lo R A5 DL IE 3l A 0T T 7 o 4R TR g i 1
SR SO p AR —HERIN A, S TR
RS HE LI, C vl B U ALK Al B R A,
W5 p PR E B AN AL,
CryptDetect(p, f,C,K) |

I=(ck);

trace = dbi_trace(p, C, K);

g = CreateLDF ( trace ) ;

inputset = generatelParam( g) ;

outputset = generateOParam( g) ;

while(/ e inputset[ ]) {

if (f(I) e outputset] ])
output( £, 1, f(I))

I=I->next;}}
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10001382!jnle 0x10001372

1000137alor ebp, dword ptr
1000137d!dec eax!RR_eax_3!WR_eax_2

10001380!test eax, eax!RR_eax_2
10001382!jnle 0x10001372

1000137alor ebp, dword ptr
1000137d!dec eax!RR_eax_2!WR_eax_1

Itest eax, eax!RR_eax_1
10001382!jnle 0x10001372

10001372'mov ebp, dword ptr [ecx—0x4]!RM_12fbb0_4_e476alc2!RR_ecx_12fbb4!WR_ebp_ed76alc2
100013751sub ecx, 0x4!RR_ecx_12fbb4!WR_ecx_12fbb0

10001378'and ebp, edx!RR_edx_ffffff_ebp_e476alc2!'WR_ebp_76alc2
[esi+ecx*1]!RM_12fb6c_4_ce000000!RR_ecx_12fbb0_ebp_76alc2_esi_ffffffbc!WR_ebp_ce76alc2
1000137e!mov dword ptr [ecx], ebp!RR_ecx_12fbb0_ebp_ce76alc2!WM_12fbb0_4_ce76alc2
10001372!mov ebp, dword ptr [ecx—0x4]!RM_12fbac_4_ce20904d!RR_ecx_12fbbO!WR_ebp_ce20904d
10001375!sub ecx, 0x4!RR_ecx_12fbb0O!WR_ecx_12fbac

10001378'and ebp, edx!RR_edx_ffffff_ebp_ce20904d!WR_ebp_20904d
[esi+ecx*1]!1RM_12fb68_4_72000000!RR_ecx_12fbac_ebp_20904d_esi_ffffffbctWR_ebp_7220904d

1000137e!mov dword ptr [ecx], ebp!RR_ecx_12fbac_ebp_7220904d!WM_12fbac_4_7220904d
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detectLoop( tracefile f)
{
HistoryLoops history; LoopInstance 14
Runningloops RL; LoopStorage Storage;
Tracefile f; Instruction ins;
While( line = getline( £),) {
ins = Instructign( line) ;
confirmedLoop =None;
for (L = getloopfrom( RL)) {
if ( match( Storage, ins, L, history) =1) {
confirmedLoop =1;
break; } }
if ( confirmedLoop = None) {
append( ins, history) ;
if ( createLoops( Storage, ins, GetAllhisotryInstr( history) ,
history) )
append( ins, Storage, RL)
else cleanOnGoinglLoops(L)}}
}
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compare( f, inputset, outputset) {
constraint = getconstraint( f) ;
while( par e inputset| ]) {
if ( satisfy( constraint, par) {
for(j =0; j <numparof(f); j++)
var[ j] = combinefrom( par) ;
if (f( vary, ..., var;) e output[]) {
mark( {, varg, ..., var;) ; break; } }

par = par — > next; }

}
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