Journal of Computer Applications

#+ FALE A, 2013,33(12) : 3514 —3518

ISSN 1001-9081
CODEN JYIIDU

2013-12-01
http: //www. joca. cn

45 :1001-9081(2013)12-3514-05

doi;10. 11772/j. issn. 1001-9081. 2013. 12. 3514

ARZGEEEENEERIEELERAR

B3N N N
(L B HAREBE 58 TARR, L% HM 225101 2. A (58 THEE:, TIH #H 225127)
( * JE{5HEH LT HEA hxj_net@ sohu. com)

B OB RARIEXAEL(DVS) AR T BAGHTEL P TAFRIESGSE, THILRIES A F =5 R RIEERF
TELFTERARFTEL, MERGEEFTEARLRRBEBGBRE, A EFEZFEEFARENGEHAEE, A
HAFE AL FRALEETUREHRSNAERE, ARALZRITUARZLEEENEREL S 2 5%, AT
“H7IEBHH A, Je Okamoto KIEF R/ B R BIEHX K LW, FELTWRERT ,EB T AR HGIHEEE
WEHBEL T EEARTEEERN TR L246,

KR A RIEE L L R E AT EREY AR BT E L

RESHES: TP309  CEMFEERG:A

Leakage-resilient designated verifier signature scheme

HONG Xiaojing'~, WANG Bin’
(1. Department of Information Engineering, Jianghai Polytechnic College, Yangzhou Jiangsm225101, China;
2. College of Information Engineering, Yangzhou University, Yangzhou Jiangsu 228127, China)

Abstract: Designated Verifier Signature ( DVS) eliminates the publicly verifiahledfeattire of traditional digital signature to
prevent a verifier from proving to a third party the fact that a particular<digital signatire held by him is issued by a signer.
Traditionally, security of digital signature schemes relies on the ddé€al) assumPpud that an adversary has no access to the
information of a secret key. However, side-channel attacks shofithat%the phySieal implementation of a cryptographic algorithm
will leak partial secret information to an adversary. HencéNit I”necedsary to design a leakage-resilient designated verifier
signature. Okamoto authentication scheme was converte@l ¢’ a deSigiated verifier signature scheme by using the OR proof
technique. Given the leakage bound, the security of théfpresentedescheme was proved under the relative leakage model.
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DSign(sk,pk, M) .5 Z 24N SHIFHA R sky = (x4,
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2) & (emty ,chl, ,o,) < TrSim(pk,) ;
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(H(sks || pky || cmt* || M) = chi3) .

4) it8zy =1 +chly ~xpmodp,j =12, meo, =
(Zp1 520 5" 1%pm ) o

ISR o, = (emty ,emty, ,chl] ,chl) o8 ;00 )
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(1)

(1) BSLE A g W00 45 SR 2 A B A phs DA
chlg Ml emig,

Pri\chls , (emby, ,chl, o) ,emtg] =
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A e, AETE o, RAENEREN 197,

8 %4 X 5| # ( General Forking Lemma) P! ; & 5 — 4
B q= 1 A—NES HERIH| 22,45 A8 MR,
AR (0 by hy e k) IR TGR, R H—AI0R
J210,1, gt PR — DR T B —BUN AR T BRH)
MR 0% Coins, RF A FATHEN MR BRI R G RBEIEIC KA
FRAHA 2, A B2 A E SCANF

acc = Pr[I = 1;x<$—lG;(h1 e Lh,) egH;

(I,o) < A(x,hy by, k) ]

Plx A, 0 XEE F, (x) 2 XWTF

Bk FA(x)

p < Coinsy 5 (b ,hz,"',hq) «—pH

(Lo) —A(x,hy by, hysp)

#H1=0,&F(0,e,s)

(k' shy') < H

(I' o) —A(x,hy o kg by oo by 5p)

FEUA =T Nk #b'),BEQ,0,6), FEMER(0,¢,¢)

Fy BRI BESR A S frk = Pelb = 1ox IG5 (b, o,
o) < Fo(x) ]

acc 1

HR 4, frk = acc - (7 - m)ﬁi_\io

FE2 RELSECN A,m AAEIL DVS FRPWATT

o, Mg s < (moDBP=0lbA) gy 4

TER LW Expiy, (A) REDDIMER £ BBATH) DVS 8
%, H A 1 random oracle H &t FIZHIIRECH 45 , AR 4 BEBRXS
L S Lo

R HE—NREN p M G, A BTN SE T
REEAS BAR1G g 1E NI A B HEILEERE — 1 TH5p g ],
m AERAI DVS RPN ATFSEG NG E X — o &
g uaEN g =g .8 =8"aL,(ie[Lw],i#p) A
F B8N params = (p,G,m,g ,H) ; KI5 BNFEZE b by,
th} 3 Z, , LA py < Coins, Fl pgo

£ B BT — MEM Gty params, {hy,hy, -,
b bsox | pa) HEAUAR Sim 32 400F W17

Sim B #5387 KeyGen(params;px) K153 % 8 Xt (sks,
sky) , (pky ,skpy) 53 R824 NI UEE 1% X SR IG Sim
BITHE S A((sks,pky) 5p,) 5 AT HFRHAGTZE.:

1) Sim %4 sk, SRBIZK A RILWEZFNAMMERE
#o

2) M A KA H % i K random oracle & #] Q, =
(sks || pky || cme, || M) B, Sim 3R B TR A, VE0A L,

RAAREHEE /B8 (M o) 0 = (emty’ ,cmty’,
chly’ ,ehly' Jo5 ,0p") o FAAHE R random oracle i Q,, 7
HTARH T Q) = (sky || phy || (omig’ emt,”) | M) (1 <
J < a0) B AR A3 xS, (A) e, 1) Sim SE
(J,(M',0')) 4 B; &N Sim & (0, (M',0")) % B,

E M acc = Pr[1 < J<gqy N A wins], f§ T Hash s %8k
B N random oracle, & J ¢ [1l,9,],A HEE L LR
Expip ((A) 3K Bk B 85 2K 8 T 1p, I acc =
Pr[A wins] —(1/p) =~ .7 J # 0, Bt ABISE —FEL; 5 B
BRE(0,e,e) FEH,

S BB B RIFAFFBEL params FI L —Br B pic.pa

AN FHEREER, - b, < Z, , )5 B EFHBITE
2% :Sim(params, { by Jhy ooy By ,th'} s px llpa)o

LS Sim % b —Br B R i 3 I8 17 B 8k A((skg,
pkp) sps) FEZHITRE,

WER_HERASLHLHER / BE4X (M, 0") 0" =
(emt”s,emt,” chls chly” 0, 00") o #5 FE 7E F 4> random
oracle & 1] Q,, B TR J, HE Q) = (sky | pk, ||
(emt"s,emtp”) | M1 < J < ), FHAGE S LR
Expipn, (A) ARHE, Sim &I (J', (M",0") ) % B; 75 W] Sim 3&
|l (0, (M",6")) % B,

HWBT B BT RIS BB =J Bhy # b/
ERFREBRIHSXNEGBEEANSIIH, FHE R

RN ok > 0+ (2 - ) ARSI 28—

MrEz A Z % J IR random oracle &1 Q, FIFE—Fr B & H
BI%E J ¥K random oracle BERY I FAF, B A B 18R (&,
By hy ) VAR RE R BEDLYE py BErE - H UM T I :

(emty’ ,emty') = (emt’y cfuty”) M = M"

MARIBRINE FREA chlel Rl = hy,chl’s + chly” =)',
hy #h,,

IEHs) SUFT RAS> DT i T 48 -

1D E, RFPEFW chly’ = chl’s R WAHE chl,’ #
chig R DNOOIE B 1928 S AN B F, A phy " emt,’ =
7 SRt = g7

BE

(chip'-chlp’) _ _(op'-a") _ (op -op))
Pk, =8, = ]1:! &;

_ (op;'-0' ;) +(chlp' ~chip") -1
pky = H & 7Y

BATEGL, B AT LIEL sk, 8 (pky ,skp') BT RER R, :
sk, = ((op' —0"y) * (chly’ —chl”)™ -,
(00, —0p,") + (chly’ - chly”) _1)

% By fERE sk, # sk X B sk, g BHLAR Sim 2
T KeyGen ZH55A4 BUMEIEE 8. B TEAENREHNEA
NEH sk FIEH) LR RMERIEE BH sky, M5 R
e FiRid R A RAEMIIEE A8 pk, R EE AT IR
K TRIEEHHA sky KRR L SK,PK,Z R = FEHLER
SRR sk N pky LR 2TRRT % sk, WHEE R
o i

WAESIH 1, K H, (SK| (PK,Z2)) = H, ((SK,Z) | PK) =
H,(SK|PK) -2I,

HEERMR B3y A PR, BIK A BRAT UL 88
A, ER A B E R AN 1B ARA iR E R
RN 2L,

HEH 1 A H, (SKIPK) = (m -1)1bp,

B4 W Prlsk, = sk,] < 270N o
H-Ha (KPR

WRTESR H, (SK| PK) - 203 KT A REITEIHI1Y
K, BPH, (SKIPK) -21 2 o(lbA) i 2 £5X, ZRES

W< (m - l)lblz) —w(le)O%B/A;ﬁ

Pr[E, A sk, #sk,] =Pr[E ] -Pr[sk, =sk,] =
Pr[E, ] — 2B o Pr[E, ] — negl()A)
2) 5 E, REFM chly’ = chly” RAE, WAHE chly’ #
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chl"s 2o, HE W B AT LB sks' i (sks,sks') J& TRA
R,:
sky' = ((og' - 0q") + (chly' - chlg") ™ -,
(05, - 0g,") * (chly’ = chl") ™)

4 B, RREFEM sk’ # sk ,3X B sk Ky BAUA Sim 1217
KeyGen HEAEBMBESA AEH. I THRFEH 1 £24H
A LAE A B B sk, 3B DV_Sim( ) SEEMHFTEI,
A BEWARBEN sk 195 8. HILTE B A HBEM
&2 N skg Pt EE & TP IRBUOC T 82 AN sk MfE
B.o% SK.PK.Z Jy = -FEHLAE & 43 B RN %4 sky, A4 sk
DA R0 T2 sks WEEE B

Kb, H, (SK| (PK,Z)) = H,((SK,Z) | PK) =

H,(SK|PK) -21,Lix H, (SK|PK) = (m - 1)lbp {37,

oAt Prlsky = sk] < 27O (PKZ)) <
22Z—Hw(SK| PK) .

BCRTEESR H, (SK| PK) — 2L R 5CTF A SR B iy 1t
KB H, (SK|PK) -2l = w(lbA),

HR R R ESY | < (- Dibp-olbd),
i 7%

Pr[E, A sky' # skg] = Pr[E,] - Pr[sky’ = sky] =

Pr[E,] -27°"% = Pr[E,] - negl(A)

ZEAR, REEA FRWMEAZ —,B #87 LI
Pk, sk sk’ % & sk = sk’ H (pk,sk) ,(pk,sk’) € KRR MZE
K Pr[E] +PrlE,] — negl(A) =~ Pr[E,] + Pr[E, 1N ik,

Iﬁﬁé*“k = (xl yxza”.axm)as’(’ = (xllyley“'axm,)o;é“

sk 7 sk',UAER: p 51t x, o v, AR BLSLAE %o
o BRI A TR T

gi:%#paixi(gx)xp _ gizé#pﬂi%i (&)% =
am; +% %, = z ax;’” + g\, mod p=
i=Tiep i=Tivp
x = 2 a;(x;' - x;) - (x, —xp')_1 mod p
i=Tawp
RAEN B *ﬁ@%ﬁflﬁﬁﬁi%ﬂ@ﬁﬁﬁ% .
e 1
(‘IH P )
5 %

ATCE ST AR, Bt T AT A R |
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