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Method of IPv6 neighbor cache protection based on improved reversed detection

KONG Yazhou , WANG Zhenxing, WANG Yu, ZHANG Lisntheng
( State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhd Henan 450002, China)

Abstract: IPv6 Neighbor Cache ( NC) was very vulnerable to be attackeds, theréfore, an improved method named
Reversed Detection Plus ( RD +) was proposed. Timestamp and sequgnce\were figsiyNintroduced to limit strict time of response
and response matching respectively; RD + queue was defined to stefé(timestasnp)and sequence, and Random Early Detection
Based on Timestamp ( RED-T) algorithm was designed to prev€iwDenial of\Service (DoS) attacks. The experimental results
show that RD + can effectively protect IPv6 NC to resist spoofing and-DoS attacks, and compared with Heuristic and Explicit
(HE) and Secure Neighbor Discovery (SEND), RD 4¢has, a%low eonsumption of resources.
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