Journal of Computer Applications

HEME A, 2014, 34(5): 1283 - 1287, 1330

ISSN 1001-9081
CODEN JYIIDU

2014-05-10
http: //www. joca. cn

NEYRS 1001 —9081(2014)05-1283-05

doi;10. 11772/j. issn. 1001-9081.2014. 05. 1283

NEREEFERARXRELIRSH

Eept o 29 8 R EHR
(L AERIFRREE HHANBE SRR R, LI 2002415 2. iK% X XFBATSEEE, Jua 100084 )
( * FBASVEE B FHEE yuyu@ yuyu. hk)

§ E: 4t 2 Komano % (KOMANO Y, SHIMIZU H, KAWAMURA S. BS-CPA: built-in determined sub-key
correlation power analysis. IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences,
2010,E93-A(9) :1632 — 1638. ) 5¥ dpacontest. org - & AL M B R AT LB R B AE AT BT BEHAE X R Hpdt
W (BS-CPA) 75 sk 3 AT 5T, FEANB AT & A R A Ak 7 %77 @ 3 BS-CPA 55 £ 557 #4547 (DPA) (48 X Al 2
HLAT(CPA) AT I 547, A I BS-CPA & RI23 Loy 3k 4T A& KA B L 5 AR o ROR , b o A5 A B ngi it
BYEEBRENTAESARMAG L RZRAR PR EE, L L RR 5 REE, K2 5 FARMBIRE RS
PHERR, STHRAKEAHLRE, F S ALESLHR AT, LM A LEAYWRAMERRTARS
60% . FKIsERRPBHEORB A EHRFARA,AZFHRS R EZAREE D, #0EH 8 TR

KB Z5AESWER; AEATRTERMXRBARS LA FTRE  FRF L4

RESES: TP309.1  XEIREMH:A

Built-in determined sub-key corre ﬁvower analysis

LI Jinliang', YU Yu"?", FUR
1. Department of Computer Science and Technology, E ha N
P p 8Y

I Xigdngyuie,
al University, \Shanghai 200241, China;
2. Institute for Interdisciplinary Information Sciences,~<Esinghua Universityy, Beijing 100084, China)

Abstract: To study the Built-in determined Sub-
et al. (KOMANO Y, SHIMIZU H, KAWAMURA ?Z BS-

Transactions on Fundamentals of Electronics,

n PowerpAnalysis ( BS-CPA) proposed by Yuichi Komano
. builtsinldetermined sub-key correlation power analysis. IEICE
ations and\€emputer Sciences, 2010, E93-A(9): 1632 — 1638.)
based on the data set of dpacontest. org, thig pgper pared.tlie, efficiency of Differential Power Analysis ( DPA), Correlation
Power Analysis ( CPA) and BS-CPA fith umber of\power consumption trace and success rate, the result shows that
although BS-CPA works out nicely in eo)rNt is fagdrom ‘the reaching of the efficiency claimed by the authors, and then the
intermediate was chosen by the relati ip befweenythe statement of executed cryptographic device’ s register and power
consumption. Attack surface was narrowed by thésteduction of noise and ghost peak, the most relative point was filtered out.
Compared with the whole point attack, tHediggest success rate of partial point attack can be increased by 60% to crack the 64

bit keys for the same number traces. Fhe experiment results prove that the improved model is able to increase the efficiency

and decrease the needed power consumption trace for the same success rate, and the result is stable.
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