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Abstract: Unlike block cipher, stream ciphers are relatively Simplé and widely iselinéar operation, so there is often a

strong correlation between the power of attack point and oth ,@

omponenty making it difficult to implement power

sen-fpniffal Vegtor (IV) correlation power analysis attack on

analysis attacks. For the aforementioned situation, a i
synchronous stream cipher Grain-128 was proposed. F1 ack peint“and its power consumption model were gotten by
(%)

analyzing the property of Grain-128’s output functi

power components was eliminated by choosing

hen thé céwrelation between the power of attack point and other

mitial v8gtorsy” and the key problem facing the energy attacks was

solved. Finally, a verification experiment ndu€fed basedhompower analysis tool PrimeTimePX. The results show that the
scheme can implement 23 rounds attack and redgver 46 }Mits key with only 736 initial vectors.
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