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Privacy-preserving access control for mobile cloud services
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Abstract: In response to the issue of security and privacy-preserving in mobile cloud computing, an anonymous
mechanism using cloud storage was proposed. Zero-knowledge proofs and the digital signature technology were introduced into
anonymous registration to simplify the steps of key authentication, building upon which the third party was used to bind users
and their identity certificates that avoid legitimate cloud services for malicious purposes. The focus of data sharing is on how to

take advantage of account parameters of sharers so as to solve the security issues due to secret key loss. Theoretical analysis

shows that the proposed identity certificate and shared key generation schemes contribute to users’ privacy.
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