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Improved network security situational assessment method baséd on FAHP
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Abstract: To minimize damage from network security problem, jan Tmprovedmetwork security situation assessment model
based on Fuzzy Analytic Hierarchy Process ( FAHP) was propose@QFirst, alsétef index system in conformity with actual
environment which consists of index layer, criterion layer and de@ision layer\fvas established in consideration of the large-scale
network environment in the future. Aiming at the influenceon,evalyandn by data distribution uncertainty and fuzziness in
situation assessment, the proposed model used Fuzzy GSMearts ( FGM)wclustering algorithm and the best clustering criterion for
data preprocessing to get the optimal cluster numbey andiclustef efiter. Finally, multi-factor secondary assessment model was
established for situation assessment vector. Thg simildtion(Testlts show that, compared with the present situation assessment

method based on FAHP, the improved method takes~thie factors which have small weights into consideration better, so the

standard deviation is smaller and evaluation resultg are-fnore objective and accurate.
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