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Survivability analysis of interdependent network with incomplete information
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Abstract: This paper proposed a method for analyzing the survivability of interdependent networks with incomplete
information. Firstly, the definition of the structure information and the attack information were proposed. A novel model of
interdependent network with incomplete attack information was proposed by considering the process of acquiring attack
information as the unequal probability sampling by using information breadth parameter and information accuracy parameter in
the condition of structure information was known. Secondly, with the help of generating function and the percolation theory,
the interdependent network survivability analysis models with random incomplete information and preferential incomplete
information were derived. Finally, the scale-free network was taken as an example for further simulations. The research result
shows that both information breadth and information accuracy parameters have tremendous impacts on the percolation threshold
of interdependent network, and information accuracy parameter has more impact than information breadth parameter. A small
number of high accuracy nodes information has the same survivability performance as a large number of low accuracy nodes
information. Knowing a small number of the most important nodes can reduce the interdependent network survivability to a
large extent. The interdependent network has far lower survivability performance than the single network even in the condition
of incomplete attack information.
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