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Abstract: The method of utilizing Virtual Machine Intros%}y VM1 i a traditional privileged Virtual Machine ( VM)
to monitor the memory security of other VMs may weake atign between the security module and other parts of the
system, and slows down the total performance of the virffalizatlon glatférm. In order to mitigate these disadvantages, a security
architecture based on implementing VMI in a ligh- opérating system was proposed, along with a security checking
scheme based on memory integrity measuremen = onitoriig and checking other VMs’ runtime memory in a light-weight
VM, the attack surface as well as the perfo ce( overhead was reduced. By non-intrusive checking and personalized
authentication policy of the virtualization platform,{the isolation of the security module was strengthened. A prototype system of
VMI and memory detection was implemented Kased on Mini-OS of Xen. Compared with achieving the same function in
privileged VM, the proposed scheme can réduce performance loss by more than 92% . Tt is proved that the proposed scheme
can significantly improve the performanee ©f' VMI and realtime checking.

Key words: Virtual Machine Jitrospection ( VMI); Xen Mini Operating System ( Xen Mini-OS); memory monitoring;
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typedef int64_t * mem_key_t;
struct tiny_list_node{
struct tiny_list_node * next;
mem_key_t data; };
struct tiny_list{
int size;
tiny_list_node_t head;
tiny_list_node_t tail; };
status_t tiny_list_foreach( tiny_list_t list, void * remove_entry,
mem_cache_t mem_c);
status_t tiny_list_free( tiny_list_t list) ;
tiny_list_node_t tiny_list_find_custom
(tiny_list_t lru, mem_key_t paddr);
tiny_list_t tiny_list_remove_link( tiny_list_t lru,
tiny_list_ node_t last) ;
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tiny_list_t tiny_list_remove( tiny_list_t list, mem_key_t key) ;
tiny_list_t tiny_list_prepend( tiny_list_t list, mem_key_t key);
T A 3R PR R ] —— X RE AL A B
A BRAFARAE KA
status_t mem_cache_remove( mem_cache_t mem_cache, mem_key_t
key);
mem_cache_entry_t mem_cache_lookup
( mem_cache_t mem_cache, mem_key_t key) ;
int mem_cache_size( mem_cache_t mem_cache) ;
status_t mem_cache_insert( mem_cache_t mem_cache,
mem_key_t key, mem_cache_entry_t entry) ;
void memory_cache_init( vmi_instance_t vmi,
unsigned long age_limit) ;
void * memory_cache_insert( vmi_instance_t vmi, addr_t paddr);

void memory_cache_destroy( vmi_instance_t vmi) ;
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