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Automated trust negotiation model based on interleaved spiral matrix encryption
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( College of Computer Science and Technology, Harbin Engineering University, Harbin Heilongjiang 150001, China)

Abstract: The Automated Trust Negotiation ( ATN){ Model basedsen Thterleaved Spiral Matrix Encryption (ISME) was
proposed for the protection of sensitive informatiop\{m the adtomateddrustnegotiation. The interleaved spiral matrix encryption
and policy migration were used in the model to protéciithree kinds, of 8€nsitive information of negotiation. Compared with the
traditional spiral matrix encryption algorithm sthe ¢oncept of*eddseven bit and triple were added into the interleaved spiral
matrix encryption algorithm. In order to make the model{adapi“the application better, the concept of key attributes flag was
introduced in the certification of negotiations, andgfhus\it recorded the sensitive information which corresponded to the
encrypted key effectively. Meanwhile, How to fepresént the negotiation rules through encryption function was listed in the
negotiation model. To increase efficiency and succéss rate of the model, the 0-1 graph policy parity algorithm was proposed.
The decomposition rules of six basic propesitions were constructed by directed graph of graph theory in the 0-1 graph policy
parity algorithm. The propositions absfracted by the access control policies could be determined effectively and the reliability
and completeness was testified_to prove thie equivalence of semantics concept and syntax concept in logistic system. Finally,
the simulation results demonstratéythat the model of the average number of disclosure strategy is 15.2 less than the traditional
model in 20 negotiations. The"successful rate of the negotiation is increased by 21. 7% and the efficiency of the negotiation is
increased by 3.6% .
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