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Intrusion detection based on dendritic cell algorithm and twin support vector machine

LIANG Hong, GE Yufei”, CHEN Lin, WANG Wenjiao
( College of Compuier and Communication Engineering, China University of Peiroleum, Qingdao Shandong 266580, China)

Abstract: In order to solve the problem that network intrusion detection was weak in training speed, real-time process
and high false positive rate when dealing with big data, a Dendritic Cell TWin Support Vector Machine ( DCTWSVM) approach
was proposed. The Dendritic Cell Algorithm (DCA) was firstly used for the basic intrusion detection, and then the TWin
Support Vector Machine (TWSVM) was applied to optimize the first step detection outcome. The experiments were carried out
for testing the performance of the approach. The experimental results show that DCTWSVM respectively improves the detection
accuracy by 2.02%, 2.30% , and 5.44% compared with DCA, Support Vector Machine ( SVM) and Back Propagation ( BP)
neural network, and reduces the false positive rate by 0.26%, 0.46% , and 0.90% . The training speed is approximately
twice as the SVM, and the brief training time is another advantage. The results indicate that the DCTWSVM is suitable for the

comprehensive intrusion detection environment and helpful to the real-time intrusion process.
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terminal condition fRHEZL (1) O oy FIEALTTRE 6

DCA H)3d 240 Bizs

Input; time series data (antigen and signal)

MCAV,, = (3)

Output: antigen type and MCAV

0) Set Cell(num) , Iteration(max), T,
1) for each DC do

2) initiate DC

3) endfor

4) for Iteration(max) do

5) if antigen then

6) antigen profile update
7) endif

8) if signal then

9) signal transformation
10) for iDC do

11) cell lifespan update
12) signal profile update
13) if termination condition then
14) output record

15) endif

16) endfor

17) endif

18) endfor
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19) for output record do
20) for antigen type do
21) calculate MCAV
22)  endfor

23) endfor
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