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Automatic implementation scheme of implementing access control rules in OpenFlow network
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Abstract: Focusing on the issue that OpenFlow network can’ t meet access control policy constantly resulted from its data
plane changing frequently, an automatic implementation scheme of implementing access control rules in OpenFlow network was
proposed. Firstly, reachable space was obtained by building real-time forwarding paths, and conflicts among access control
rules were resolved by using dynamical synthesis algorithm. Then, denied space was extracted from synthetic set of access
control rules by using rule space division algorithm, which was compared with reachable space subsequently to detect direct
and indirect violations. According to network update situations and violation detection results, automatic violation resolutions
were adopted {lexibly, such as rejecting rule update, removing rule sequence, deploying rule near source based on Linear
Programming ( LP) and deploying rule terminally. Lastly, the format of access control rule was converted. The theoretical
analysis and simulation results demonstrate that the proposed scheme is applicable under the condition that multiple security
applications are running on the controller and memory of switch is limited, and show that deploying rule near source based on
LP can minimize unwanted traffic of network.
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