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Birkhoff interpolation-based verifiable hierarchical threshold secret sharing algorithm
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Abstract: A Distributed Key Generation ( DKG) protocol i§'a central ¢omponent in distributed cryptosystems, it allows a
group of participants to jointly generate private key and public key, “hut\only authorised“subgroups of participants are able to
reconstruct private key. However, the existing literatures based, on®DKG protocol assume equal authority for participants.
Therefore, Birkhoff Interpolation-based Verifiable Hierarchical Threshold SecretSHaringy( BI-VHTSS) algorithm was proposed.
Considering the problem of DKG, authorized subsets werejdefined by a hierarchical threshold access structure in BI-VHTSS
algorithm. On the basis of intractability of the Discrete Logarithm Problem,( DEP) and Birkhoff interpolation, the correctness

and security of the proposed algorithm wéresalsosproved.
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