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Identity-based broadcast encryption bdsed on lattice

HUANG Wenzhen ™, YANG Xiaoyudn, WANG Xu’an, W higiang
( Department of Elecironic Technology, Engineering Unwersity of CAPF, Xi'an Shearii 710086, China)

Abstract: Focusing on the issue of low security afidypoor practicability in the lattiee;based broadeast encryption scheme
proposed by Wang et al. (WANG J, BIJ. Latticeésbased identity-based broadéast éncription. https: //eprint. iacr. org/2010/
288. pdf. ) in the random oracle, an identity-baSed’broadcast encryption shéémebased on Learning With Errors (LWE) in the
standard model was constructed by expanding control ‘algorithm of bonsai tree and one-time signature algorithm. Firstly, the
random oracle was replaced by a coding funCiion 16 make thé scheme be in the standard model. Then, the bonsai tree
expanding control algorithm was used to,genefaté the private keys of users and public key. Finally, the one-time signature
algorithm was added to improve the segurity.” Afialysis shows ‘that @ompared with existed similar schemes, the scheme gets
stronger security, achieves adaptively indistinguishable-ghosen ¢iphertext attack security with dynamic extension, which means
the users can be added or deleted bysexpanding or gontracting the identity matrix. Hence it has strong practicability.
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