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Abstract: In Wireless Sensor Network ( WSN), en comprbmised sensor nodes disturb network data and

transmission, it is particularly important to determine t ised sensop nodes in time and take appropriate measures to
ensure the security of the entire network. Therefoﬂtfg R goregation,scheme for wireless sensor network was proposed to
timely determine the compromised sensor nodes. e state publierkey encryption, the symmetric public key encryption,
the pseudo random function and the mess uthefiti

PN

icatiop™epdeswere used to encrypt the plaintext twice. Secondly, the
cluster head node authenticated the cipherjgxt and filtered™false’data. Then, the cluster head node decrypted the ciphertext,
and the numbers of the compromisedk re senffo,the*base station. At last, the base station decrypted the ciphertext to

recover the plaintext and authenticate data. Thesproposed scheme solves the problem of the error aggregation value
problem caused by the compromised nodes, filters“He false data in time and determines the compromised sensor nodes. The
analysis shows that the proposed scheme j§ secure under the secure one-way hash function, the message authentication code
and the assumption of the Discrete (Logarithm Problem ( DLP), and also greatly reduces the communication cost and
computational cost. Simulation result shews that, compared with the secure aggregation scheme for WSN using stateful public
key cryptography, the computational cost, the communication cost and the time consumption of determining the compromised
sensor nodes of the proposéd 8cheme is decreased by at least 19.96% , 36.81% and 28.10% ., respectively.
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