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Abstract: Concerning the problem that the communication keys_in transmission of mission planning system were easily
stolen in White-Box Attack Context (WBAC), a new secure ttarismission method of mission planning system was proposed
based on modified white-box Advanced Encryption Stahdard ( #hite-box AES). First, the Advanced Encryption Standard
(AES) was split into many lookup tables and the(Keys“were embedded into these lookup tables, then the lookup tables were
merged in accordance with the excuting order ofithle AES. Secondly, on the ground, different white-box AES programs were
generated in accordance with the given white-box AES generation algorithms using different keys. In the end, the white-box
AES programs were embedded in the security transmission of the mission planning system. When the key needed to be
replaced, the original white-box AES program should be erased on the ground to generate a new white-box AES. Theoretical
analysis shows that compared with the traditional secure transmission of mission planning system, the modified secure
transmission method of mission planning system can make the attack complexity to 2°', which achieves the sufficient security
and can protect the communication key.

Key words: White-Box Attack Context ( WBAC); mission planning system; security transmission; white-box Advanced
Encryption Standard ( white-box AES); dual cipher
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Fig. 2 Security architecture of mission planning system

2 EHEAXNRRBFELZ LRI E

A TARUE R GE il 5 Hode 0 22 otk , T 2 X i 4 ik
TR Bl & AL AL S B BB R I IS VB A AN
BRSO = E R LR R R 2 A R R 2%
Yo p P IR BT H A, AL A (R R R B
RIFWBRI, M HE B AR R A 2 B . MR R 2 feh
S A T T i Y e 2R

B ReteMmERP ARV TR P EEELE
{9 g AR v AN O, B R R AR B O, xR
SEFT AR AL BRF Ak g o . Big e mREmE 1 i
27 A g5 4 SE B

Bl Z 2 ARTOE S R GEH B AT L g B R AL,
PRGN T BB P i 5L 2 AR T IR & S RO I
BEEAT R, RIS FERCE B3 S A R A= B

X LT R I B e R BT 0T )
SCCHT R BT S A B RO ARG BT, I 3 B
B B TR AR

____________________

_________

fEpTLIE R
NREEER

ERHEE!
o
BORT M- Eane

B3 B EHEfT R
Fig. 3 Security transmission process of data
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