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FEREBAER, BB RkA S kA AN THEZRTES (FPCA) F & 347 mik . 4F5F AES H % & FPGA
L BEENTFRILBRESETLARBRERNA, XA & EREA(HLS) &t F %, A S EEFEFRHE T
AES Btk Sk, AR BARSRR T FRESEA T LA RER TR -FHRABATHRAA, LM A K LGS
BRI B R FREH IR BHERE T e e A R fe At B BB aa s b AT RO E S A R E MR TR
BRI B R AR BT 60k, 23 8B £, & Xilinx x¢72020clgd84 FPGA % B L, 5% % AES 69 eh4Pm &
B Hik %] 127.06 MHz, fo Zenk F3A 2] T 16.26 Gb/s, 852 J i 69 AES &3 , AR A T ZAK TR,
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Research and design of AES algorithm based on high-level synthesis
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(1. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China;
2. National Engineering Laboratory of Information Security TechnoldgieSy Beijing 100093, China;
3. Beijing Special Engineering Design and Research Institube,/Beijing 100028, China)

Abstract: Due to the increasingly high performance requirements on the Advanced Encryption Standard ( AES) algorithm
which was widely used, software-based cryptographic algorithms\have been increasingly difficult to meet the demands of high-
throughput ciper cracking. As a result, more and ¢figréN encfyption algorithms have been accelerated by using Field-
Programmable Gate Array ( FPGA) platform. Focused\ on the issue that the development of AES algorithm based on FPGA has
high complexity and long development cycles\with High-Level Synthesis ( HLS) design methodologies, AES hardware
acceleration algorithm was designed by using high-level programming language. Firstly, loop unrolling, etc were used to
improve operation parallelism. Secondly, to make full use of on-chip memory and circuit resources, the resource balance
optimization technology was used. Finally, the full pipeline structure was added to improve the clock frequency and throughput
of the overall design. The detailed analysis and comparison of the benchmark design and different optimized designs with
structural expansion, resource balance and pipeline were decribed. The experimental results show that the clock {requency of
AES algorithm is up to 127. 06 MHz and the throughput eventually achieves 16. 26 Gb/s on Xilinx x¢7z020¢lgd84 platform,
compared with the benchmark AES design, performance increases by three orders of magnitude.

Key words: symmetric key encryption algorithm; Advanced Encryption Standard ( AES); High-Level Synthesis ( HLS) ;

Field-Programmable Gate Array (FPGA)
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Standards and Technology, NIST) 7£ 1997 fE(EE G I —MEHK
J%% ¥5#E ( Advanced Encryption Standard, AES) i FF & TAELL
B B & 1 A O 1 3% 5= I %8 4 E ( Data Encryption
Standard, DES) , 1 &%, {1 Joan Daemen # Vincent Rijmen
Bt Rijndael F 3L kP AES Hik, X T AATEHE
R R R ER , R EREE L5 # A F] GB B AT,
EERENEATRERSANER, DG RE S
(Field-Programmable Gate Array, FPGA) Sy4%3% i mJ B A 18 {4
VIE B & B A e —— LR A T4 1 & et AR i L
BRAR RIEMER G S, B S S R i B g 5
BER AR T,

SCHR[3]MEE T BRIMESTT K 77 gk 8 3 1 ) 88 L KA
B2 %4 (High-Level Synthesis, HLS) AR L3, B F
# F EF 5t (System on a Chip, SoC) b 8IEETE £ 58 & JR ()i
F D RRE T B 2 R 2 3 I, T ELR 22 R ke 4 il
VIR TZ AR, $XTMF A HLS £ W UL H g {b 8 3
XU H BRI E 2B, IR T R AR R E TR ED6E
W L R AR E R R T R U, HATH—
SR RS TR NC/C++ RIBIFEMAE S,
REFEREGE TEMR SR T4 0 81, 308 483 415
TR R = AR, FRRRE 7 0 F O A M T SRR
LA T B A S KT, R R T HIC/C ++ AR
S EEATEARTT, FRFEEC/C++RIFEHEE
PEH AR LIS B R AL B BE AR T SR B, LA SOk [ 5 1483 T
=T HLS £ R, 26 I 3 U5 5 0L F B YL BUFE £ 2% ( Random
Access Memory, RAM) R[RI4FEIHE X T AES BBk MR
s SCERL6 ] MR T S AF AR AH DG SR I 82 W) 5 Sek
(715 F HLS AR FIH C B HFFH/EH R (C o Register-
transfer level, C2R) ¥ BR R 12 ], AR R RE 14
ZiHH) AES Bk BN R A R ROR T SR S5 3; SCEk
[8 —11] BT TG BTk T X+ AES Bk g3,
HeAp R BIFE T 6F(2Y) LML WK FRFE B AES
JEER I GF(2°) BT I BBk At &, B4 B
FETRE AES B serE A AT,

FIFH HLS FA T LUAE § 7 (b S0 315t 46 AES B 3L5E
kit R, Hardge 23 F 4 g et 5 Fah st
RARER R FI T, W= X PRGBS B A48
W4T, X0 T — 2P OB AR, B BB IEFE R AR . &
AR T XF AES Bk ETF C MR A3t Ll B LA 4
SEBAEM , A SRR B T =FMOR RS ST LA B A4k T i
4T BB TR K R AR B B AR SR 1B OL, 43 st
R BRBE R g 8] B e 3 L A AR [ AR AL SRS AR, B
L4332 T R TR RS R ER AR BT RS

1 BENA

L1 SHEmERE

AES BN BRI, (EBRS2: F UFR Rijndael fil 5558 2,
J2: SR EBKFRBURN R A ) — Bl X BN AR A . X MR Rl B
fUR Sk DES, B2 207 S04 LT A et R BT . Ko
LB 128 A7, T R O B 4 I BE T AR 128 37,192 {1 8%
256 i, Bl AES 88439 AES-128 (AES-192 Fl AES-256, i F
B A AP , AR SCR IR IFSEHE T AES-128 fiis ik
EEAHAUSH IR 16]

KREH AES T E R — 45 B A RS B . AES
I RRAE—A 4 x4 WP P HEM Lis e, X MM R
“RAS (state) " FERE , FATH B2 — AW SC X e (FERE b — A
TLR RPN E P SCX B —A Byte) o IS, &3 AES
IMFEIEA (BTG —50) g 4 55,

%A m(AddRoundKey) HEFHE T HEHS5Z
WH %A (Round Key) fif XOR 28 ; B F B HBEHE R
FRTHE,

F % X (SubBytes) AES sy F i A A4 A RR
RARBENF RN HTFEY. BEXLT 1S &s
WS & SEMTMELRRRT AL, WS &HTHER
PER S F I, X TARSHERE T ITE G H R 4 HifEN
THE LG 4 ALVERFIE B S &k S & X R TnEIEN
i,

474 4% (ShiftRows) #4E R B BATHATIR IR KX AL
EORSHEFRE O TLER O T, B 1IATER L AFH, B2
TEB2LAFW,EL3ITEEIANFY. XRFESE 5%
2EHT,

74 (MixColumns) 4 T SRS & EATH
BefE, XA RE AL IRRGEI NN T RE
RS FIG =0, 1,2, 3) WIREGINFERR:

Slo,j =(2- 30,,’) ClEx 31,,‘) @Sz,j @33,]-
S EN D25 ) D(3 s, ) Dy
Slz,j = So,; @ﬁ,j @2 - 32,,’) @3- 33,,')
3’3,]' =(3- 30,,’) @sl,j @Sz,j @2 - 33,,’)

AES B8 4D 35 % 5 #1 /B ( KeyExpansion ) #:/E, H
BB nERERARES., Bk, STREHRAR—
a4 x4 WFENHERE L RERE 5 4 M FHRTRAR —
AT, FREBTHA w, 3T AES- 128 BN S, Bl wd”
7840 ANEF MR 44 7 I R AHEEE . HAt R

w[4i] = w[4i — 4] ©(RotWord( SubWord(w[ 4i —
1])) @ Reon[i])
wl4i +1] = w[4i] Dwl4i-3] (2)
wl4i+2] = w[di+1] Dw[4i -2]
w[4i+3] = w[4i +2] Dw[4i -1]
H: RotWord Frn TAEH L BE , B X > F HIIE IR S 1
TN s SubWord ZXFFATF ARG ERAE ; Reon HRHH
4,
1.2 BiFWwiEEHTET

FPGA & — S E M E MW RE B RS, BRETEE
i Xilinx 2% &), 0 4 i 8 44 1 i1 18 5 ( Hardware Description
Language, HDL) SR4R 18 , & RIGEM R, MUBEBHTHRE B
T E R BT, OV LI G 55 R U {4 1R 5+ 1
TN R T RGN AT TR & W g A

FPGA Hi B4 Al 4R Y2 48 B0 50 . Al 42 170 M ELIT ik
A RAM M B S IR . FPGA #34 RH R
G RFRTHEPLER A, 2 h) sSSP 4R 60 SR 2 B
EAHHRIES F RN RA, R RS — AP R
7 BT R ST R LR, B 5 4 UL E FPGA 2%
AR, T8RS FPGA 234, N\ITER THEH P&
KT HERRE, RIEERE THP BTRITERARENE
Ho FH—ME B IR F RS, SR gk, 4
—ANERURGEBIT I HEITE S T EAE, RE R L

(1)
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SBBEUAL A, H G TiE T g AR
M HDL £ Theb i B . BB R E R E. G0
H AR R 9 M BB,
1.3 BEREGE

HLS B RARZXIES, bl C & C++ #HidKEN
Bisit. WA, EREEB IR TR AR iR EE b
SRR, FIF HLS BB R IR R & F 7 RIW ] 864, 4
W R AP R S, AT ERE S R E,

A 1HLS Ji R, P s —4 C.C++ HERIFC
1, LA B — A TR R GAT N 1) Test Bench; FifG FHiE 2 &
B ESEIERTTN RS N, —BREERITHENTER
TE#, LA DA HLS 1217311, 4 5 RTL( Register-Transfer
Level) 69 3% 31, A A DL BB 4 iR 15 5 Verilog 835
VHDL, AT RTL &2 )5, BEENAT ASAT IR A0 B

[Test Bench |

| C,C++ || Constrations/Dircctivesl

| HLS Tool |

RTL Wrapper

| RTL Simulation |
1 HLS m#e
Fig. 1 Flow of HLS

ATk, HLS MR EZR A FHARARNERE
BB, R T W 4 R MR, B4R L R S
VL4, T84k FIFO ( First Input First Output) F17F i 25 1 [5) ;40
Ah,HLS $241 T 45 458 (R M DR SR 0 A, Wik & Constrains/
Directives &4}, ¥ 33 1] DLl of B In4E AP 1, it
IR AR A A TR, BB DIERE BT RE A
MBI TR KRBT E.

BT TEET HLS, FE 52 Test Bench, C/C++
PL K Constrains/Directives #43#)15% 31, Test Bench 2R 3
REHERAAFE 4, 3 2R B A R T s TG/ + 4+
WAy &3t RTL &3 )5, BLJE R 3k R 48 i B8 44 38 435
Constrains/Directives 2FF & A R7ER I C/C++ 3ot , 2 &
FRRAMRAT B, Bt 5 | B AR B A IR ik it
B XHEMWEIR B T R4 P R, e AR T
ARG, AT REEGE RN ITEE ).
2 BB
2.1 EAKRIET

FIFH HLS F A 0] DGR A+ A B B3R — 8
WHREC/C++ RTDRILF] FPCA BEM-RIHH B, A, %
FEHRE C BT —E, 5%, W5 155 1 iR AES-128 It
W C AU, AWM ERHR AT

7k 4

@A indata,initkey;

#ridi outdata,

1) if KT R AR

aes_enc_vl,

[\°)

)

) keyExpansion( initkey) ;
) endif
)
)

AW

BHRACIR ASHERE state FEXTEX R HN;

for round =1 to 9

W

6) subByte( state) ;
7) shiftRow( state) ;

8) mixColumn( state) ;
9y XPIRSHER state MELEHII;
10) endfor

)
) subByte( state) ;
12) shiftiRow( state) ;
) IPIRAHEME state SEEE HIN;
) 455 outdata.

B, K FHHE - TRBHIZH. W FRE
keyExpansion , A A4 45 % 47 initkey , SR )5 #EAT 9 SR R 1Y
BAE, TN 44 TS A S key o SR, XNBEHE
R R EEETRAITER ], X TR ER/ENE M 128
IR AT L —E R B E R R B B e,

FATREMESTE R LG, U AES-128 I F % m Ak
W, B, TE 0 RE oRPIRASHE B state X F— LR 5
ik B AT R R B AR R BE state FEACHE
RUBAEAFLEN, M52 RS Em A LR EEERA
AR B AR AR E AN R EA - MER R LI, A
AR T4 W IS, T ELIE B R 18 EF i
RSV INGRIIVE - Ry I NI O
REOR, I H AR EX — R TR RS C AE—
FEVE St R

B0 SEELLE RS 1 RREE O RANE LR, BT
REIPNRTBRIELSN, R EF IR TR RIR G
fRoaX =R N MR AR TR . B
R B i B9 72k, F P o S0 F 7T LD 3% 20 b g e B vk A
%, B i LRI 2 mN R G R BRI E C/C++
B, #EMRERT KRR, Bk, A X — R F
L — S 1R L R BRI S8R,

X FF AR BB subByte, H A JE RS HLBE state, 76
AR, AR AR LN, B R E N A
1 S BRE T ACHRRE, A BES THEAR RN, 75
A3 PR shiftRow , 5 A2 state, FEAT IO BRAE IR B — B9 138
HIAREEHFT o IR G B EX mixcolumn 3§ ALK state , FLSCBRI
FAE E—F PRI B A AR, HIFRA Rz Bl
2, MR e 2 B 25 A A 2P 42 mm02 FT mm03
HOATERILE S 002 RN A SERNES, FERLE
5 0x03 ML RES, Bk, Th LINRERERE S
BET.. Y% EXREh e AR TIERE.

55 10 %57 FiI R 2 subByte 58 T 151036, 55 1A T e 3K
shiftRow 5¢ AT B AL, B o FB— W B S I 3R /E S i T
—A~ 128 LeRed B R

SRR T AT DUR B X AR ST CEE S TR
P ELIBE IR BRI, TR SOE S AR IELL S , kvl
DUAIH HLS T RERA H RTL it B4 SCArik Ao e 14358
Gre B, X FH 1R EZ I F AR R 5 5 1 E
2 fizs . 1€ HIS TREEA MR T BB S l RAM &5
1, 2B F]FH LUT(Look Up Table) ¥4, £ aes_enc_vl
AR HLS T H—f# 288 F R ECa A l—4~F
M EETFREEER 2 HLS T RS A3 AR R
BT, X T aes_enc_vl FTBUR LSS, TTLIE L, 52
R PR AF B B PR BT ia R E AR L HLS TH
WA 235 BB P T B0, R, PR S TR


http://www.joca.cn
http://www.joca.cn

1344 3 5L R

%37 %

LK T 5 RAM 2 8] B9 38 15 2 & T g i, X sy
REZIFER T o

aes_enc_vl
subByte

RAM(SE)
Re Re
orion | G

mixColumn
[ RAM(mm02,mm03) |

[ orrop2  |[Reg]
[ OP1,0P2,0P3,0P4 | [RAM(key)]
B2 aes_enc_vl Jy ghRE{FHELRGSH)
Fig. 2 Hardware module structure of aes_enc_vl
2.2 ZHRF
RS 1 RRAARAS T LSRN RE L C AR
o SR, L BB M T S EH R - MRE
BB TR, Rk, TR U7 S , Tigh 2 R AES-128 fil
WG CAURS B PR CRS AN T s -
FkA4
@A indata,initkey;
#ridi outdata,

aes_enc_v2,

1) if KT BHER

2) keyExpansion( initkey) ;

3)  endif

2)  WIAALRIEIERE state;

2)  FPARAEERE state FEATEE BTN
2) forround=1 to 9

2)  XPRASHERE state FEATITRAL
2)  WPRASHER state HEAT A
2)  XPRASHERE state FEATFIR A SEHBHAM;
2) endfor

2)  SPAREHER state JATITRAL

2)  RPREFME state FATFHF RSB HM;

13) M 458 outdata.

X — RS, 55— R AR KR REF
HmMERENEERBASERZ R, 30, Rz sk,
HHRMBREFHRESR2BRAT, RIEEE 1 89 %
BERERS . BESFEITE—FEE RN %
PRI BIFZ )G, BETT AR TR A 2 R B S 3 RIF AT A1
FKRFR, IR LRI DI B T, Wi AR S5 AT 52 PR T8 H 8k
ERATHRME T L 3T T R 2 AL R, T LAt — 2 s AT
AbBRIBE L LIRS R R, T B et AL IR A A

MFETRBESEN S, REEEPTHE - m BT
S &RMT R, FXL L, BN LENBLEIREREMEK
WOLR, T LA I T AT, WX Tsiigiem s, HEg
S b REE U E LT LA RIRR , MAE A o i it
T, REBE AT A R AR ST 3 B Tk (DT 0 7T LA
To MFINEGEME N ATEH , REFEES -
TR TR —F Y HTE. Bk, F— 0 FHnEei
BRWLSELIF TGN, FHik, BHEFRELTTUES
HEREHY,

aes_enc_v2 J7 iR AT WL MRS MWIE 3 i, EINZ
HIFR S, EJ7 15 aes_enc_v2 W, FTHE T 135 5 R ECZ (B AR,
MH, L AES B4 5 HRF4EE RIFHIFTHATEES,
WTERBAZMEIFREAEMLLR, BT LTI, Z /T8
TR B AT BUAT T 2 0 38 77 A AN 0 S 1 25 A5 s I, B8

SRR, BT AT TR 5 F REU0H R, HLS

T BB DU T3 fE e — RIS E TR ik, 7T
DA — 4R AES N9k W IEAT AT BE 1 , DT — 25

A N2 R B AT 5 WU o5 R L
aes_enc_v2

[ RAM(S& mm02,mm03,key) |

[OP1,0P2,0P3,0P4,0P5,0P6] | Reg |
K3 aes_enc v2 JFELE R EL A
Fig. 3 Hardware module structure of aes_enc_v2

2.3 RiEHE

RPN RRAS A ER KRR E R TR &
B,HANBEFERIT BT T — WS BHRIENS BRI AL
B b, MBHAE 2B U A RAM 254, X T RAM 3y
TR, G ELAE T 1) RAM He2x 18 i B 420 3 B, DA T 52
WARE LR TARR AR bt F it — 2R T s ST B o
RERARIN . T b, AR SGET IR aes_enc_v2 MIFIR A #
IrEVIEIEATIS o e b BYSRIE TR DL 0x02 S T T3 H
gER

{a6a5a4a3a2a1a00, (3)

@ a5a,a,0,0,a,0 @ 00011011, a; =1
ik, BT H 1k aes_enc_v2 BT ARG Bt T 45 2035 — B )
CIETHEBAL . KX M8 3 MU A2 aes_enc_v3,

X F g@s Neric_v3 J7 kB B BERE5H 5 18 3 FRIRA A
ARIMYATE, RRFESANBRAR M, HBRERL
aeghenc_v2 Jy M) RAM /> B2 iy Fi2 548, X LUT $F iR
AR — 2k,

2.4 JkgMid

ASCH) BAn BRI, Rt w9t — 2
REEIRER MR, BB A TEARSNE N K & 5 DL
— SR, MW, TR A HLS T H 3% 1Sk
e AR R G iR, A CF A HLS TR H K
2R %] aes_enc_vl .aes_enc_v2 5 ¥k aes_enc_v3 #HATH
KL AL 285 MR K R BT FT OK i M A 14 1
A&, R RUK LR B shRIFEH AT AL R %,
TR LA — 2042 R B 4 SE T ) 3147 AT BB 7, R e e A
I AR B HE R T LB — BRI, AR, X 2 BB R H
1B B

B 4 Bttt aes_enc_vl 25 1 53355 O RSN RIEEH, T
55 10 555 5 HEL, AR TIIREHIE,

-~ FH ik - T8 P FhES | 2F8Em -
4 aes_enc_vl ¥ TKGE
Fig. 4 Pipeline structure of aes_enc_vl in one round

BlS 28It aes _enc vl BATH M, X FH
aes_enc_v25J5¥: aes_enc_v3 &, KR AR IMRIEC 2
BATE—E, BRI BRIENRE SR ik aes_enc_vl A
i, AT H ISR ER R IIF C AR 2R EE LA
WET,

—>| round 1 |—>| round 2 |—>
5 aes_enc_vl BARFR/KGEH

Fig. 5 Overview of pipeline structure of aes_enc_vl

3 EZBRHER5 LN
AFFEFH Vivado £ T & B EE A9 HLS T B 5 4

a, =0
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st SEER FH BT FPGA #3442 xc72020clgd84-1, H

Je%f aes_enc_vl ik aes_enc_v2 F N aes_enc_v3 HEFTAE

MG U T R AR AL, R 1 iR =RE0tn

PEREPEMG . 3R 2 TR 02 =P it B BOIR A R B 80 (T

BRAM 34 Block RAM, FF >4 Filp-Flop, DSP & Digital Signal

Processing, LUT > Look-Up Table) ,,

SHH FPGA [9RT 425514 % 100 MHz, J5 3k aes_enc_

vl ZIR TS 7 R BR G, BT HRT MR I RA TR

IR H R, FM L E W E MENERIREZ., NFE1 L

EH,aes_enc_vl WIERTRJGPIZ Y 11.7 £%, M5 aes_enc
vl 577 aes_enc_v2 WIERHT B —HEH

R =ZWIRTPEEEER B £ 2 B

Tab. 1 Performance evaluation of three designs clock cycle

#%it  Lantency  Interval it

vl 1156 1157 v3 99 100

v2 99 100

Lantency  Interval

B AR = MR FRIRA & FIB AL Jrik aes_
enc_vl BUXSHEIERRY 5B DB REBRERY; L aes_enc_
v2 H T EE aes_enc_vl 7 BRAM J5T /i 3 Bt RAM,7E FF J5
T LR 12. 2% MBTIREE A, 78 LUT J5E thIHs /> 24. 2%
YIRS T s )71k aes_enc_v3 HLF I aes_enc_vl £ BRAM J5
/> 7 Bt RAM, £ FF 75 1 L H /D 16. 4% BT 78
LUT J5 T He I 3. 8% By SR M5 T 7% aes_enc_v2 5
J7¥ aes_enc_v3 TEAH HH R BB I

£2 ZHZITRRELAER

Tab. 2 Resource occupancy of three designs

#%it BRAM DSP FF LUT || #%it BRAM DSP I\ LUT

vl 10 1 957 1570 v3 3 1 800 1511
v2 7 1 840 1187

LGER1H5ER2 NEREFIT, Ik aes_enc_vl 1k
TR IR, AUERR &, T B A5 2 3 ik
HZhEER, XTI aes_enc_v2 55k aes_enc_v3
U, TS M §E B iR R IR & A B I ECA R KA, i 2
BT 3 aes_enc_v3 B ¥ aes_enc_v2 {ERTEEfE—
B, X E AR T IR0 RS, I R AT AT
BEHRIBRZE] T 15 2 FR %1, U5 17 RAM B35 S 45 41 9 1 IR
HA LW DIEMPNEIN S, SRE % T HEk aes_enc
vl Frt AT iR AR AR, IR E T T SR,

RIS, M SE A B X T 7k aes_enc_vl ., aes_enc_v2 5
aes_enc_v3 AT K £ PR Ak 5 L BB 1R 10 LA BB ORUOR R A
Mo 33 FRM R =TT R R BB R oL, & 4
HiR B2 = Fi T AT KRS B BRI R RS

MFE3 TFES BN T RKEZ G, nERRAIER 5
FHEBI TR, Fik aes_enc_vl FKZRMMILE R
FERH AR 1. 6% , Ji ik aes_enc_v2 Hi /KM A0S M SE R
RIFSEH 28.3% , /7 Es aes_enc_v3 WK & AMAL)S I ZERT (YL
HIRAER 19.2% . WHF B TRE, X FJ7 haes_enc_v2
5 aes_enc_v3 Wi 5 , & IR R FEI BT, 1T RK L
AR EFHEEZ R 100 5, X Frikaes_enc_v1 T &
W2 1157 6%, X W EHE SR G W EER T, ZRA T
HERERTTT 3 MER, B, TLIEEI L aes_enc_v2 5

J5 ¥k aes_enc_v3 EFERT b (19 IX B, 5 BORE AT LLRTE WA T
32.1% , BIRFT Y aes_enc_v2 HiE T A RAM RELIIES
FHATPATRCER , o/ B P e ST Sfe Mk BB 5% , 408 T 930 8 7 (i)
RAM 238 fINSER , DA TAT 52 Wi o0 28 B e 1 AR AR, X AR T
L. UK, S Tnterval 5 1, B B0 %
A BRI D AR R T E A, FX B, YR
A FUKL R R, 7k B AU R F it iR Hit
BAXN:

throughput = blocksize x frequency (4)

R3 ARG RLSHEETRE B ¢ EIHA

Tab. 3 Performance evaluation with pipelining clock cycle

it Lantency Interval it Lantency Interval
vl_pipeline 19 1 v3_pipeline 19 1
v2_pipeline 28 1

MK 4 FTLLE W, #ATRUOK AL G SR IER TRk K
IR . X Tk aes_enc_vl T & , #H17T WKL ALSE X F
RAM BRI TR 2R SE 24. 4 45, % FF RIRI TR B IR LN
17.7 4%, %+ LUT Bk B8 5. 6 £ X T 775 aes_enc_
2 W&, TR A KM G X T RAM s FE R B E B K
34. 9%, %F FF YHRM TR EFREMN 4.3 5,5 LUT B R 2
JEREG 5.7 f3d Tk aes_enc_v3 T & , AT RAKLMAL)G
X+ RAMBYH 7R 2 A 33. 3 %, % F FF R R
149 3+ O ST X F LUT B &K 2R 7.0 f%,

x4 WARERLERELSAER

Tab. 4 Resource occupancy with pipelining

it BRAM  DSP FF LUT
vl_pipeline 244 0 16931 8806
v2_pipeline 244 0 3577 6769
v3_pipeline 100 0 2376 10545

MFREKBTRBERES TRBESHRAN T E
aes_enc VITN 5, HE A HEEw Mg, HEMS ik
aes_enc_v3HH[R], L ¥k aes_enc_v2 IS, XUl £
BB NG TR BRI F R MitEsE. 4R, TR
F| % aes_enc_vl X THURM & M B B RE K.

GHERE, BRI BERRESRE, AT, it
HENBE . BT HIE aes_enc_vl #17RUKMALF BT
HRERAH] T 127. 06 MHz, B B35 %] T 16.26 Gb/s; 4T
ik aes_enc_v2 AT FLAKAEALE , FHBH AR 5121, 65 MHz,
FHHEIAE T 15.57 Gb/s; MiXt T H ¥k aes_enc_v3 #HATHIK
AL G B PP AR R X B T 127. 06 MHz, T M B X 8| T
16.26 Gb/s [HIty, FTLAE ), 7 Bk aes_enc_v3 ZEA SCAT R
H 2 HAMUEA BRI, W A B R RIE 5 .

£S5 NS5EANREENEEEAS ORI LK, AT
ARBHHET K FPCA R A 25, AATREL, R
TR L (Frok 32/ B B IR R ) X —FR AR AT 4T Lo

M5 WU, I b b ARSI b BT B
IFREEERIET T 4%, B, AT B R TREFY
PR SRIRF R Z H WP, kB E A AR E . F
L F RSB B R SEhR R R R BE— R
iERMERET A BN FREN R R B UENRASFHE,F
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Test of Computers, 2009, 26(4):58 —67.

[8] JARVINEN K U, TOMMISKA M T, SKYTT J O. A
fully pipelined memoryless 17.8 Gbps AES-128 encryp-
tor[ C]// Proceedings of the 2003 ACM/SIGDA 11th In-

BEEHBAFNE, NTRBIRMEE R,

RS AR ESEFIGTLER
Tab. 5 Comparison of v3_pipeline and traditional hardware designs

it LTy Hﬂ‘ﬁ]ﬁ #uiﬁi/l Slices ‘ﬁﬁﬁ‘ﬁfﬁ 2 B—/1 ternational Symposium on Field Programmable Gate Ar-
H/MHz (Gb -s71) (Mbps - Slice ™) rays. New York: ACM, 2003: 207 —215.
v3_pipeline  xc72020clgd84-1 127.06 16.26 5214 3.11 [9] HUSSAIN U, JAMAL H. An efficient high throughput
SRR 81HEE  xc2v2000-5 139.10 17.80 10750 1.65 FPGA implementation of AES for multi-gigabit protocols
XHER[9IEE  virtexT 456.00 5.30 2444 2.16 [ C]// Proceedings of the 2012 10th Intemational Con-
SCER[10] B xev2600e 34.20 4.12 11354 0.36 ference on Frontiers of Information Technology. Piscat-
HER[11]B 3 xevB12e 54.35 6.96 4444 1.57 away, NJ: IEEE, 2012:215 -218.

4 4

EA BT HHRRKEGE TRIERARERES
(CHER) IR Z M A3, ATI7ESGE ah R = 52
BUREBT . O P AR LA C/C++ 2 mB 27
Beit, 3 B THS T H BB A Z R R X . e, 4
ERL T — A BRI 16. 26 Gb/s B IRFT RAUA 5214
Slices MBI 5L, 5 MM B0 A MERITHLL , A
fELRTH T 3 MRS,

53R AR R G S TRERKET TS
1645 FPGA BB FTIA B MBCRAH I 38 , T B oG s 2 Ab 78
TLAXHIMC/C++ WE R R G LTRARATEABTHRY L
VERR WAL S FPCA MBI TAER R R TH£E, HA
FIFVAR KRR . X W RE TR AR LE & T
MBI SIBEBEH, WX TIR)Z 50, I BAR B TR R e
B THBRR AR NI Bk, AR B ST 2o

R T o 4 2 4 P ) SRt ke TR , O 2 O AR O
BRZEETINER ARG, R, MR Z 4 FaEly
INEEREE ST ST R IH R — P A, R RN B
PR TAE T R R B B AR,
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